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ABSTRACT 
Since personalized systems collect and utilize personal data 
to individualize their interactions with each user, privacy 
issues arise. Prior research has studied impacts of users’ 
privacy preferences on personalized systems. In this paper, 
we focus on legal privacy requirements such as privacy 
laws and regulations. We surveyed over 40 international 
privacy laws and discuss how they might influence the 
internal operations of personalized systems. 
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INTRODUCTION 
Web personalization has been shown to be advantageous 
for both online customers and vendors [9, 14]. However, 
personalization benefits are counteracted by privacy con-
cerns [5, 8, 10, 16]. Teltzrow and Kobsa [16] studied the 
impacts of users’ privacy preferences on personalized 
systems based on an analysis of more than 30 consumer 
surveys.  

Since personalized systems collect personal data, they are 
also subject to privacy laws and regulations if the respective 
individuals are in principle identifiable. Kobsa [13] pointed 
out that if privacy laws apply to a personalized website, 
they often not only affect the data that are collected by the 
website and the way in which data is transferred (e.g., to 
which party), but also the methods that may be used for 
processing them.  

LEGAL PRIVACY REQUIREMENTS 
Privacy laws and regulations usually lay out both 
organizational and technical requirements for information 
systems that store and/or process personal data, in order to 
ensure the protection of these data. Those requirements 
include, but are not limited to, proper data acquisition, 
notification about the purpose of use, permissible data 
transfer (e.g., to third parties and/or across national borders) 
and permissible data processing (e.g., organization, 
modification and destruction). Other requirements specify 
user opt-ins (e.g., asking for their consent before collecting 
their data), opt-out (e.g., of data collection and/or data 
processing) and user inquiries (e.g., regarding what 

personal information was collected and how it was 
processed and used). Others establish adequate security 
mechanisms (e.g., access control for personal data), and the 
supervision and audit of personal data processing.   

We extended our previous review of international privacy 
laws conducted in 2002 [1] to include more recent laws 
(such as the South Africa Electronic Communications and 
Transactions Act 2002 [15], the EU Directive 2002/58/EC 
[7], the German Federal Data Protection Act 2002 [3], and 
the Japanese Personal Information Protection Act 2003 
[11]). Privacy legislation and enforcement are on the way in 
several other countries (such as Brazil, China, Colombia, 
Malaysia, Russia and Singapore).  

IMPACTS OF LEGAL PRIVACY REQUIREMENTS 
In our new survey of over 40 international privacy laws 
[17], we identified several ways in which legal privacy 
provisions might specifically affect personalized systems:  

1. Value-added (e.g. personalized) services based on 
traffic or location data require the anonymization of 
such data or the user's consent [7]. This clause clearly 
requires the user’s consent for any personalization based 
on interaction logs if the user can be identified. 

2. Users must be able to withdraw their consent to the 
processing of traffic and location data at any time [7]. 
In a strict interpretation, this stipulation requires person-
alized systems to honor requests for the termination of 
all traffic or location based personalization immediately, 
i.e., even during the current service. A case can proba-
bly be made based on HCI principles that users should 
be allowed to undo their decisions, and that they should 
be able to make such decisions not only globally but 
also with respect to individual aspects of traffic or 
location based personalization. 

3. The personalized service provider must inform the user 
of the type of data which will be processed, of the 
purposes and duration of the processing and whether 
the data will be transmitted to a third party, prior to 
obtaining her consent [7]. There are two notes to be 
made about this requirement. First, most privacy laws 
currently only stipulate that service providers shall store 
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and/or process personal data to the extent that this is 
necessary for the stated purpose. In contrast, the above 
provision is more restrictive in that it demands the 
service provider to explicitly disclose how long the data 
will be processed (“extensions” are presumably possible, 
but only with the renewed consent of the user). Second, 
with regard to the purpose of data processing, it is fairly 
difficult for personalized service providers to articulate 
beforehand the particular personalized services they 
would provide because the common practice of 
personalized systems is to collect as much data as 
possible, lay them in stock, and process them 
accordingly as new service ideas pop up. 

4. Personal data that were obtained for different purposes 
may not be grouped [2]. Profiles retrievable under 
pseudonyms shall not be combined with data relating to 
the bearer of the pseudonym [4]. These limitations 
would impact centralized User Modeling Servers 
(UMS) [12] which store user information from, and 
supply the data to different personalized applications. 
For example, an UMS may not return data collected for 
a different purpose to requesting personalized applica-
tions, nor heterogeneously identifiable data (where one 
part of the data is user-identifiable but not the other).  

5. Usage data must be erased immediately after each 
session except for very limited purposes [4]. This 
specification could affect the use of machine learning 
methods (as a means of deriving additional assumptions 
about users) when the learning takes place over several 
sessions.  

6. The processing of personal data that is intended to 
appraise the user's personality, including his abilities, 
performance or conduct, is subject to examination prior 
to the beginning of processing (“prior checking”) [3]. 
No fully automated individual decisions are allowed 
that produce legal effects concerning the data subject or 
significantly affect him and which are based solely on 
automated processing of data intended to evaluate 
certain personal aspects relating to him, such as his 
performance at work, creditworthiness, reliability, 
conduct, etc [6]. These provisions could affects, for 
example, personalized tutoring applications if they 
assign scores to users that significantly affect them.  

DISCUSSION 
We found that the privacy laws that impact personalized 
systems most are the EU Directive 2002/58/EC concerning 
the Processing of Personal Data and the Protection of 
Privacy in the Electronic Communications Sector, and the 
German Teleservices Data Protection Act. The reason is 
that these laws are particularly geared towards electronic 
communications while other privacy laws and regulations 
have a much broader scope. More countries are currently 
drafting such specific privacy laws to regulate telecommu-
nication, teleservices, e-commerce, or the use of RFID tags. 

CONCLUSION 
There is a worldwide trend in developing and adopting 
privacy laws and regulations. As with users privacy prefer-
ences, these legal privacy requirements have profound 
impacts on personalized systems. All involved stakeholders 
of personalized services need to work together to carefully 
analyze the impacts of applicable privacy laws and regula-
tions and to take those impacts into considerations in the 
design and deployment of personalized systems.  
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