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Abstract. Enterprises are increasingly deploying social computing platforms,
such as blogs, shared bookmarks, and social networks, to support the interpersonal interactions and knowledge work practices of their employees. These technologies hold great promise for supporting distributed collaboration by enabling
greater communication and fostering awareness among colleagues. Promotion of
awareness and communication, however, faces an inherent tension with desires
for privacy. Additionally, differences in privacy expectations and practices between parties who interact through these systems could lead to misunderstandings and miscommunication. This paper reports on a study of geographically
distributed knowledge workers collaborating on a software development project
in a multinational corporation. Contrary to expectations, we found that knowledge workers in India expressed higher privacy concerns compared with their
colleagues in the US. We are currently analyzing the data from field visits, interviews and questionnaire responses, to uncover plausible explanations for the
observed differences.
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Introduction

One of the major forces driving societal transformation in the past decade has been the
penetration of technology in even the most mundane spheres of daily life. Computationally powerful mobile communication devices like the iPhone are accelerating the trend
towards pushing computing off-the-desktop and making it available anytime, anywhere.
Instant Messaging (IM), social networking, and blogging have revolutionized interpersonal interaction practices, both private and public. Along the same lines, enterprises
engaged in knowledge work are increasingly adopting and adapting information systems that leverage such social computing platforms in order to facilitate interactions
and collaboration among knowledge workers [1].
These systems have also led to enormous changes in the scope and nature of collaboration in knowledge work. Traditionally, people who worked together were colocated, and collaborated face-to-face. In recent years, however, networked information

and communication systems have made it possible for collaborative activities to be
distributed physically as well as temporally. Today, it is not uncommon to find teams
comprised of members distributed across different continents. Moreover, a significant
portion of knowledge work is being transferred from North America and Europe to
countries such as India, China and the Philippines.
A large part of the appeal of these technologies for supporting distributed collaborative work lies in their potential for enabling greater communication (work-related
as well as social) and fostering awareness among colleagues. It is well known that
awareness and communication are crucial for raising the effectiveness and efficiency
of collaborative endeavors [2]. Promotion of awareness and communication, however,
faces an inherent tension with desires for privacy [3]. Inability of individuals to achieve
sufficient privacy could lead to a reduction in their efficiency. For example, having less
privacy than desired could lead to increased inopportune interruptions whereas having
more privacy than necessary may create extra burden on others to solicit information
useful for structuring their work. As a result, it is critical that interaction systems provide effective ways for users to reconcile their privacy desires with awareness needs.
Additionally, differences in privacy expectations and practices between parties who
interact through these systems may lead to misunderstandings and miscommunication.
Therefore, awareness systems need to accommodate such variations in preferences and
practices. Moreover, given the increasingly global nature of collaborative projects, it
is important to investigate whether national differences influence these issues. Towards
this end, we report on a study of geographically distributed knowledge workers collaborating on a software development project in a multinational corporation. Specifically,
we compare the privacy concerns of knowledge workers in the U.S. and India.
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Related Work

Initial privacy-related findings were primarily noted “on the side” in studies aimed
at evaluating experiences with the awareness aspects of interaction systems (see e.g.,
[4–6]). Recently, studies have started targeting privacy as the primary object of investigation (see e.g., [7–9]) Patil and Kobsa [10] provide a more detailed discussion of
these studies. Additionally, researchers have examined the role played by the physical
characteristics of the workplace in employee work practices (see e.g., [11–13]). Most of
the studies, however, were conducted in North America or Europe. Our study broadens
the reach by seeking to uncover the differences between privacy attitudes of knowledge
workers in India and the U.S. In contrast to prior work, our study aimed at investigating these issues across all information systems that are utilized in collaborative work
practice rather than focusing on a specific system.

3

Setting and Methodology

We studied a software development project (henceforth Project X) at a large multinational telecommunications company. At various stages, Project X included anywhere
between 80 to 130 contributors spread across at least five different locations: four in the
U.S. (in three different time zones) and one in India. To avoid biasing the participants,

the goal of the study was advertised as an investigation of collaborative work practices.
Given the lack of a universal definition for privacy, we did not confine participants to
a specific view of privacy. Therefore, rather than imposing a definition of privacy, we
asked them to explain what “privacy” meant to them in the context of their work and
work practices. This enabled us to uncover the various contextual meanings of privacy
for the participants, and the associated behaviors and practices aimed at satisfying privacy needs. We used the following methods:
Non-participant observation: We started with non-participant observation of the
meetings of the Project X management team.
Site visits: During the first phase of the study, the author was based at a Project X
site on the East Coast of the U.S., and visited three of the other sites, in mid-U.S., on
the U.S. West Coast, and in India, each for about a week. At every location, interviews
were conducted with project members (see below), and site-specific factors such as
architecture, layout, work practices and culture were documented. We also interviewed
project contributors from the remaining U.S. site – also located on the East Coast –
while they were visiting the first-mentioned site.
Semi-structured interviews: At each visited site, we conducted semi-structured
interviews lasting about 90 minutes. The questions were divided into three themes:
work practices, awareness and privacy needs, and desired enhancements to collaborative
tools. In total, we interviewed fifty-two project members across the five sites.
Online questionnaire: Based on key insights from the above activities, we formulated an online questionnaire. Additionally, we used questions from the literature to
measure privacy attitudes and practices in the domain of consumer privacy [14,15], and
collected demographic information. The questionnaire was distributed to all individuals
involved with Project X at that time (roughly 125). We obtained 90 valid responses (response rate of 74%) which included responses from 30 of our original 52 interviewees.
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Findings

We divided the questionnaire respondents into two groups: those who worked at the
India site (India) and those at any U.S. site (US). Group US consisted of individuals
of several nationalities (including some Indians). Since national culture affects privacy
considerations, we excluded from Group US those who had not lived in the U.S. for at
least five years. Even though Group India consisted wholly of Indian nationals, for the
same reason, we excluded from Group India those who had lived in the U.S. for longer
than five years before returning to India. The final dataset after the filtering comprised
of 52 individuals in Group US and 35 in Group India.
Based on prior research [16], we expected lower privacy concerns from Group India
than Group US. True to these expectations, we found that Group US reported significantly higher engagement than Group India in protecting the privacy of personal information from third parties (p < 0.01). Specifically, these practices include: inquiring
about policies regarding the handling of their personal information, refusing to provide
personal information, or refusing to make purchases if the organization does not protect
personal information adequately, asking to remove one’s personal information or pro-

hibiting the sale of one’s personal data, and checking to see which personal information
about oneself had been collected by an organization.
The questionnaire also asked respondents to rate how concerned they were about
privacy with regard to various categories of people with whom they interact in the
course of their work (on a 7-point Likert scale from “completely unconcerned” to “extremely concerned”). These groups were: team members at the local site (excluding the
manager), team members at remote sites (excluding the manager), manager, Project X
peers outside of one’s team at the local site, Project X peers outside of one’s team at
remote sites, upper management, company employees at the local site (but not working on Project X), company employees at remote sites (but not working on Project X),
subordinates (if applicable), and system and IT administrators and support staff.
To our surprise, we found that those in Group India expressed higher privacy concerns than those in Group US. These differences are statistically significant for those
categories of contacts that one typically works closely with, viz. local and remote team
members, manager, and local and remote Project X members. Although the differences
for the other categories are not statistically significant, the privacy concerns of Group
India are still higher except in the case of subordinates.
In a similar vein, on a scale of 1 (strongly disagree) to 7 (strongly agree), those
from Group India express a higher desire for privacy management tools (India 5.1, US
4.27, p < 0.033). Group India also indicates a slightly higher willingness to spend time
in configuring such tools if they offer better privacy management (India 4.9, US 4.5)
although this difference is not statistically significant.
We also compared the reported attitude of the two groups towards interruptions, a
factor linked frequently to privacy in the literature [17]. Despite expressing comparatively higher privacy concerns, Group India found interruptions useful to a much larger
extent than Group US on a scale of 1 to 7 (India: 4.80, US: 3.52, p < 0.00001). On the
other hand, Group US, despite expressing comparatively lower privacy concerns, found
interruptions disruptive to a much larger extent (India: 4.26 US: 5.10 p < 0.015).
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Discussion

We are currently analyzing our data in depth in order to uncover explanations for the
surprisingly higher privacy concerns of Group India. Preliminary analysis points to the
following as plausible underlying factors:
–
–
–
–
–
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Physical characteristics of the workplace
Nature of interpersonal relationships
Conceptualization of privacy
Intra-team comptition
Management style and hierarchy

Conclusion

We found differences in the privacy concerns of knowledge worker collaborators in India and the U.S. To our surprise, we found that knowledge workers in India expressed

higher privacy concerns compared with their colleagues in the US. We are currently engaged in a deeper analysis of our field data to uncover explanations for the differences.
Due to the commonalities across the Indian software industry, we suspect that these
findings will apply more generally. The findings also highlight that awareness systems
need to accommodate interactions between populations with varied preferences and
practices. We hope that this work will pave the way for future studies of cultural contexts outside of North America and Western Europe.
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