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Abstract

This work explores online privacy and security attitudes from 24,143 individuals across 24 countries
with diverse economic living standards. By using k-mode analysis, we identified three distinct profiles
based on similarity in Internet security and privacy attitudes measured by 83 items. By comparing the
aggregated dissimilarity measures between each respondent and the centroid values of the three profiles
at the country level, we assigned each country to their best-fitting privacy profile. We found significant
differences in GDP per capita between profiles 1 (highest GDP) to 3 (lowest). People in profiles with
higher GDP per capita have significantly greater privacy concerns in relation to information being
monitored or bought and sold. These individuals are also more reluctant towards government surveil-
lance of online communication as well as less likely to agree that governments should work with other
public and private entities to develop online security laws. As economic living standards improve, the
proportion of individuals increases in profile 1, decreases in profile 2, and most rapidly drops in pro-
file 3. To the best of our knowledge, it is the first research that systematically examines country-level
privacy in relation to a national economic variable using GDP per capita.
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1 Introduction

Rise in Internet access and mobile networks across the world have allowed online technologies to in-
creasingly permeate commerce, social interactions, and numerous aspects of people’s daily lives.
However, it is well known that technological adoption and experience can vary by people’s income or
national economic living standards (Kiiski and Pohjola, 2002; Parente and Prescott, 1994). For exam-
ple, consumers from wealthier nations are often early adopters of new technologies created by compa-
nies that are primarily based in western headquarters (Kar, 2016; McCaskill, 2015). Compared to de-
veloped economies, public discourse around information privacy laws is more recent in developing
nations (Nwanne, 2014; Nyst, 2012). Such differences in country-level characteristics related to eco-
nomic living standards may influence affordances around technology adoption, regulation, as well as
perspectives around the risks and benefits associated with online technologies. The aim of this re-
search was to study the differences in online privacy and security attitudes on a world-wide scale, and
to examine how these attitudes differ based on country-level characteristics. Through this study, we
tried to 1) see whether people across a global population can be grouped into distinct profiles based on
similarity in online privacy and security preferences, 2) determine which countries best fit into each
profile, and 3) understand how these privacy profiles are similar and different from one another. The
paper is organized as follows: we introduce related literature on cross-country privacy in section 2,
provide an overview of our research methods in section 3, and present our analysis in section 4. In sec-
tion 5, we showcase our findings and discuss implications in section 6.

2 Related Work

2.1 Country-level privacy research tends to have a cultural focus

Several global privacy studies in Information Systems (IS) research link privacy and security concerns
with country-level characteristics, such as country of residence (Anton et al., 2010), native language
(Steenkamp and Geyskens, 2006), institutional trust (Dinev and Hart, 2006), and regulatory environ-
ments (Bellman et al., 2004; Milberg et al., 1995). However, most of these studies examine cross-
national privacy from a cultural rather than economic perspective. In fact, in the few cases where privacy
concern is examined at a macro-level across a global set of countries, scholars have relied on cultural
factors using Hofstede’s dimensions, which were developed to measure cultural differences among
countries using factor analysis on data collected from a worldwide survey between 1967 and 1973
(Hofstede, 1980). Over the years, researchers have validated and further updated the model to include
the following six cultural dimensions: power distance, individualism, masculinity, pragmatism, uncer-
tainty avoidance, and indulgence (Hofstede, 2011, 2001).

Many IS scholars have compared privacy attitudes across nations of different cultures in relation to these
dimensions (Cho and Lee, 2008; Ciganek and Francia, 2009; Li et al., 2017; Marshall et al., 2008; Park
and Jun, 2003; Steenkamp and Geyskens, 2006; Zhao and Jiang, 2011). Most recently, Bauer and Schiff-
inger (2016) investigated how cultural dimensions moderate people’s risk and benefit assessment of
online self-disclosure in 13 countries, showing that uncertainty avoidance, power distance, and long-
term orientation affect privacy concerns in revealing one’s information online. Cultural dimensions are
also significant predictors of information privacy concern related to the intention and actual use of in-
stant messaging for both Chinese and American users (Lowry et al., 2011), as well as differences in
Facebook privacy concerns between Moroccan and American individuals (Veltri et al., 2011).

While Hofstede’s dimensions are one of the most widely accepted and used country-level constructs
associated with culture, there are some cases where scholars have attributed different scores along these
dimensions for the same country (Bradley, 1999; Naumov and Puffer, 2000). Furthermore, Milberg et
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al. (1995) showed that a country’s individualism, power distance, and masculinity scores were positively,
but uncertainty avoidance negatively, associated with information privacy concerns. However, Bellman
et al. (2004) demonstrated opposite findings: greater individualism, power distance, and masculinity
predicted lower privacy concerns while uncertainty had no significant effect. As such, cultural factors
are extremely diverse, subjective and therefore, can have limitations when quantified into a measure-
ment construct (Hofstede, 2006; Naumov and Puffer, 2000) as the only lens to examine differences in
privacy attitudes across many countries.

Our work eschews such limitations by introducing a national economic variable to compare privacy and
security attitudes across a global set of countries. Instead of associating a country to its cultural attributes,
we use its Gross Domestic Product (GDP) per capita to examine country-level privacy across different
levels of economic development and living standards.

2.2 Lack of diverse global privacy surveys in academic research

A great methodological challenge in cross-country privacy research is involving a truly global and di-
verse set of participants especially from non-western and developing nations (Borena and Ejigu, 2013).
Most well-known privacy constructs have been developed by surveying residents in western or devel-
oped countries (Buchanan et al., 2007; Dinev and Hart, 2004; Malhotra et al., 2004; Smith et al., 1996;
Stewart and Segars, 2002). These surveys are often contextualized to the social and technological norms
and lifestyles based on the participant country’s average living standards that are well above most
emerging economies. Thus, there is a lack of locally well-tested and validated instruments for non-
western and developing nations. This in return, makes it highly difficult to conduct surveys that are
appropriately contextualized to capture privacy concerns in such countries. This challenge is indeed
reflected in the significant limitation in IS literature where scholars have pointed out the dearth of pri-
vacy work on countries that are non-western or considered developing economies (Anteneh et al., 2015).
Furthermore, most IS work on cross-national privacy and security attitudes typically involve two coun-
tries (Krasnova and Veltri, 2011; Zhao and Jiang, 2011). Focusing on two nations can offer in-depth
comparisons of privacy attitudes, but not a comparative view in relation to a more diverse set of countries
from different regions of the world (Bauer and Schiffinger, 2016).

A major novelty of this work is the implementation of the broadest world-wide survey on online privacy
and security concerns administered to approximately 24,000 individuals across 24 countries from a di-
verse economic development spectrum. Out of the 24 countries, twelve are considered developing na-
tions according to the International Monetary Fund’s 2015 World Economic Outlook Report'. Prior to
this survey, the European Commission reported findings on attitudes towards identity management, data
protection, and privacy across 27 countries based on a 2010 survey on approximately 27,000 individuals
(EC, 2011). However, the survey was only administered to the citizens from the member states of the
European Union, leaving out countries from other regions of the world with lower living standards.
Currently, the CIGI survey used in this study is the largest global privacy survey that has drawn partic-
ipants from both western and non-western countries with varying degrees of national economic wealth.

2.3 Privacy, technology, and economic living standards

Historically, countries with varying levels of economic wealth have adopted technologies at different
paces and manners, which in return shaped relationships, expectations, and social norms around tech-
nology accordingly (Winner, 1980). The evolvement of such norms can affect people’s perception of
privacy and security towards the technology they use and are exposed to on a daily basis (Westin, 2001).
For example, privacy is commonly associated with surveillance and human rights in developing nations
(Nyst, 2012), but more from a commercial value perspective in most industrial countries (Rainie and
Duggan, 2016). This is understandable given the different roles technology may play in people’s lives
based on diverse economic living standards.

! Poland, Turkey, Indonesia, Mexico, South Africa, Brazil, India, Egypt, Pakistan, Nigeria, Kenya, and Tunisia
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For example, in India, where the government has been trying to push for a biometric ID card program
to address some of the nation’s worst poverty issues, nearly 1.2 billion citizens or 92% of India’s popu-
lation have registered for the Aadhaar scheme that “links fingerprints and iris scans to a unique 12-digit
number” (Iyengar, 2017). Despite severe criticisms of government surveillance, the program is consid-
ered one of the country’s most wide-scale efforts to increase accountability in providing millions of the
nation’s poorest with access to basic health, education, and welfare assistance — problems that still exist,
but are much less endemic and smaller in scale among wealthier nations. When sacrificing privacy im-
plies getting access to basic means of life as opposed to a car sharing company knowing one's location,
people may weigh risk perceptions around personal information differently. The value gained by sacri-
ficing privacy in the modern digital economy can have different implications based on one’s living
standards.

To the best of our knowledge, extant literature has not explored the relationship between privacy concern
and economic living standards, especially at a global scale. However, we believe the subject is an im-
portant aspect to consider. So far, the topically closest finding stems from Acquisti et al. (2006)’s work
where the authors show that privacy concern is positively correlated with income based on a 2004 survey
administered to 119 people. However, 83% of the survey respondents were US citizens and all partici-
pants were studying or have studied at a higher education institution. Hence, the sample was heavily
skewed towards the highly educated and not culturally diverse in terms of nationality. Through this work,
we incorporate GDP per capita measures across 24 countries, and thereby introduce a comparative ex-
amination of privacy concern in relation to economic living standards from a global sample.

3 Research Method

3.1 Data collection

The data for this study was collected by the Centre for International Governance Innovation (CIGI) and
Ipsos, a global marketing research company as part of the 2016 Global Survey on Internet Security and
Trust (CIGI-Ipsos). The survey was administered across 24 countries to 24,143 internet users between
November 20, 2015 and December 4, 2015. The countries included in this survey are: Australia, Brazil,
Canada, China, Egypt, France, Germany, Great Britain, Hong Kong, India, Indonesia, Italy, Japan,
Kenya, Mexico, Nigeria, Pakistan, Poland, South Africa, South Korea, Sweden, Tunisia, Turkey and the
United States. The survey was administered to approximately 1000+ individuals in each country.

Twenty of the countries utilized the Ipsos Internet panel system while Tunisia was conducted via com-
puter-assisted telephone interviewing (CATI), a telephone surveying technique in which the interviewer
follows a script provided by a software application (Groves and Mathiowetz, 1984; Lavrakas, 1987).
For survey participants in Kenya, Nigeria and Pakistan, face-to-face interviewing was used given the
online constraints in these countries as well as the length of the survey. All respondents were recruited
via random probability sampling (“Survey Methods, Ipsos MORI™). The precision of survey responses
based on the Ipsos Internet panel system is calculated using a credibility interval (Gelman, 2004). In this
case, a poll of 1,000 is accurate to +/- 3.5 percentage points. For those surveys conducted by CATI and
face-to-face, the margin of error is +/-3.1, 19 times out of 20. Respondents from the U.S. and Canada
were between the ages of 18-64, and 16-64 for all other countries.

The survey includes 97 questions encompassing issues related to online privacy, security, and attitudes
towards government and corporate roles in the protection of personal data. All responses are based on a
5-point Likert scale (Likert, 1932). For the study, three independent researchers coded each question
for its relevance to online privacy and security issues and determined that 14 questions were not relevant
based on past IS privacy surveys widely used and validated by scholars (Altman, 1975; Bellman et al.,
2004; Malhotra et al., 2004). The inter-rater reliability among the three coders was high with Pearson’s
r(33) =.95, p<.001. These 14 questions were excluded and only the remaining 83 items subjected to the
analyses described below. Furthermore, we excluded 276 respondents due to missing data.
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3.2 Clustering of online privacy, security, and trust attitudes

In order to identify the emergent groups based on similarity in online privacy and security attitudes, we
used the k-mode algorithm (Huang, 1998, 1997). K-mode is a variation of the k-means algorithm that
allows clustering of large categorical data sets. We chose k-mode over k-means for this very reason,
given that the survey responses included many categorical values. Unlike k-means that only allows clus-
tering of continuous responses, k-mode replaces cluster means with modes and uses a simple matching
dissimilarity function (Kaufman and Rousseeuw, 1990) to compute the distance between categorical
objects (Huang, 1998). In other words, the algorithm updates the modes with the most frequently occur-
ring categorical attributes in the clustering process and divides the categorical objects into an optimal
number of groups such that the distance from objects to the assigned cluster modes is minimized (Huang,
1998; Lee and Kobsa, 2017).

Using the kmode function in the R ‘klaR’ package (Neumann), we clustered participants solely based
on their responses to the 83 questions coded as relevant to online privacy and security attitudes. We
excluded demographic variables such as age, income, and gender, because we wanted to create privacy
profiles solely based on online security and privacy preferences to which we could map the countries
into these profiles regardless of other variables that are known to affect privacy.

4 Analyses

4.1 Three distinct privacy profiles across a global population

In order to determine the optimal number of clusters we used the Elbow method (Kodinariya, 2013) by
calculating the sum of errors in each clustering procedure as we varied the number of clusters (k) from
2 to 7 with a limit of 100 iterations. The sum of error is the sum of the distances between each individ-
ual’s categorical response vector (or each person’s response to the 83 questions as one vector) and the
cluster’s centroid or mode. The sum of error for cluster k (SEx) can be expressed as follows (Lee and
Kobsa, 2017):

K

SE, = Z Z d(x,c;)

i=1 xec;

Here, k is the number of cluster while x is each individual response vector belonging to the i cluster
and c; is the mode for that i™ cluster. By calculating the difference between SEx and SEi.1, we found
that the optimal number of clusters was 3. In other words, the largest decrease in the sum of errors oc-
curred when we increased the number of clusters from 2 to 3 as shown in Table 1.

Number of clusters (k) | Sum of Errors (SEx) | Error Difference (SEk-1)

2 389,909

3 253,724 -136,184
4 184,036 -69,688

5 145,056 -38,981

6 117,919 -27,137

7 86,427 -31,492

Table 1. Clustering sum of errors (for k= 2 to 7) show that the largest decrease in error differ-

ence occurs when the optimal number of cluster is 3.

Hence, from our analysis we were able to identify three distinct groups of respondents in our global data
set based on their similarity in online privacy and security attitudes. In the following, we will call them
profiles 1, 2, and 3.
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4.2 Assignment of countries to profiles based on dissimilarity measure

After identifying the three profiles across our global data set, we used the simple matching dissimilarity
measure (Kaufman and Rousseeuw, 1990) to assign each country to the best-fitting profile. For each
country, we calculated three sums of errors based on the distance or the dissimilarity measure between
all the categorical response vectors of the individuals in that country to each of the three profiles’ cen-
troid values. Each country was then assigned to the profile with the lowest sum of error.

More specifically, let X and C be two categorical objects described by m categorical attributes. In our
case, X would be the vector of responses for an individual and C, the vector of centroid values for a
profile, both with m categorical attributes (83 questions). The dissimilarity measure between X and C
can be defined by the total mismatches of the corresponding attribute categories of the two objects,
which can be expressed as follows (Huang, 1998):

d(X,c) = Ea(xj,cj)
j=1
where

(x5 =)

6(36]',6]-) = {(1) (J;j + 2)

The smaller the number of mismatches, the more similar the two objects, or in other words, the more
fitting the respondent to that profile. Following this logic, we calculated three sum of errors (SE.) for
each country based on the aggregated dissimilarity measures between all the individuals in that country
and the centroid for each of the three profiles. Then we compared the three sum of error values and
assigned the country to the profile whose sum of error was smallest. The sum of error between all the
respondents of a country and the centroid for profile 1 can be expressed as the following equation:

SE, = i i 6(x]-, cj)

i=1j=1
Here, 1 is the total number of respondents in a country, m is the number of categorical attributes (83
questions), x is the response value of a respondent, and c is the response value of the profile centroid, as
described earlier.

Using this method, we assigned each country to their respective profiles as summarized in Table 2. As
shown in the table, the sum of error for Great Britain is smallest for profile 1 (SE;=30,785) and largest
for profile 3 (SE3=45,092), suggesting that individuals in Great Britain responded most similarly to those
in profile 1 and least so to those in profile 3. Likewise, respondents in Indonesia are most similar in
terms of privacy and security preferences to those in profile 2 than those in profile 1, and least similar
to those in profile 3 (SE, < SE; < SEz3). Finally, Kenya’s respondents have most similar privacy and
security preferences to individuals classified as profile 3 (SE;=34,768) and least similar to those classi-
fied as profile 1(SE;=48,153).

After assigning each country based on the sum of dissimilarity measures from the centroid, we also
looked at the distribution of profiles across each country. For example, as shown in Table 2, 78% of the
respondents from Germany belong in profile 1, 13% in profile 2, and 8% in profile 3. The mean distri-
bution for each profile across all countries are indicated on the bottom of this table as u; =49% for
profile 1, 4> =25% for profile 2, and u3 =26% for profile 3.
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Dissimilarity measures between profile cen- Percentage of respondents in each profile by 2015 GDP per cap-
troids and all respondents from each country country ita
Profile Country SE, | SE, | SE, P | P; | P; ($K) Mean

Japan 30522 38776 46815 84% 10% 6% 37.3
Great Britain 30785 37188 45092 75% 15% 10% 41.3
Germany 31587 38120 45975 78% 13% 8% 473
France 31592 37518 45193 74% 17% 9% 39.7
Canada 32202 38503 45335 74% 15% 11% 443
Hong Kong 32375 37394 46835 71% 21% 8% 56.7

1 South Korea 32629 37085 45937 69% 22% 9% 34.5 38.9
Australia 32826 37940 45489 69% 19% 12% 45.5
Poland 32943 37355 43368 63% 21% 15% 26.1
Italy 33027 36154 45129 60% 29% 11% 359
Sweden 33830 39729 47459 73% 17% 10% 46.4
China 35859 37879 45305 52% 33% 15% 14.2
U.S. 36533 40987 47723 61% 23% 16% 55.8
Turkey 37407 38986 40247 41% 25% 34% 19.6
Indonesia 36372 35706 41099 36% 40% 25% 11.0
Mexico 40096 37617 40554 26% 42% 33% 17.3

) South Africa 38338 37740 39898 34% 33% 33% 13.2 12.3
Brazil 38802 38265 38644 30% 31% 39% 15.4
India 39976 39015 41369 31% 39% 31% 6.1
Egypt 40778 39570 40102 29% 32% 39% 10.9
Pakistan 35552 33958 30994 20% 25% 55% 5.0

3 Nigeria 46445 40895 33766 5% 25% 69% 6.0 6.4
Kenya 48153 39880 34768 2% 32% 65% 3.1 )
Tunisia 44003 43369 36225 18% 14% 68% 11.4

u1=49% 12=25% 13=26%
Table 2. Profile assignment of countries based on dissimilarity measures, distribution of respondents in each profile, and GDP per capita for

each country (in 1,000 USS$).
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5 Findings

5.1 Difference in GDP per capita across profiles

As shown in Table 2, for countries in profiles 1, 2 and 3, the average GDP per capita is $38.9K, $12.3K
and $6.4K, respectively. A one-way ANOVA indicates significant differences in the mean GDP per
capita among the three profiles, F(2, 22797) = 3231.8, p < .001, n,’= .22. The effect size of .22 was also
very large (Miles and Shevlin, 2001; Rice and Harris, 2005), suggesting that approximately 22% of
variance in the profiles were attributable to GDP per capita. Post hoc pairwise comparisons of the mean
GDP per capita using Tukey’s Honestly Significant Difference procedure also showed significant pair-
wise differences in GDP per capita between profile 1 and profile 2 and between profile 2 and profile 3
(p <.001).

5.2 Profile membership and GDP per capita

The results of a Pearson correlation test also indicated a strong positive association between GDP per
capita and the percentage of respondents in profile 1, (r(22)= .88, p <.001). In contrast, GDP per capita
was negatively related to the percentage of respondents in profile 2 (r(22)= -.63, p <.001) and profile 3
(r(22)=-.80, p <.001).

To further examine the relationship between a country’s macroeconomic performance and the distribu-
tion of respondents in the three profiles, we used linear regression to test if a country’s GDP per capita
significantly predicted the distribution of respondents in each of the three profiles. We ran three linear
regression models to predict the percentage of respondents in profile 1, 2, and 3 based on GDP per capita
for each country using the following equation

Yo = Bo + Bix

where Y is the percentage of individuals in profile ¢, 8, is the intercept coefficient, and fB; is the 2015
GDP per capita in US dollars.

Based on the regression results, a significant regression equation was found for all three models:
Model 1: ¥; = 1.526 x 107! + 1.255 x 107 5x
Model 2: Y, = 3.355 % 1071 - 3.292 x 10~ %x
Model 3: Y3 = 5.123 x 1071 -9.291 x 10~ %x

Based on Model 1, for every $10,000 increase in GDP per capita in a given country, there is a 12.6%
increase in the percentage of people in profile 1 (R* =.77, F(1, 22)= 77.81, p<.001). By contrast, every
$10,000 increase in per capita income predicts a 3.3% decrease in the percentage of people in profile 2
(R?=.39, F(1, 22)= 15.57, p<.001) according to Model 2 and a 9.3% decrease in profile 3 (R?=.61, F(1,
22)= 37.65, p<.001) based on Model 3. The linear regression lines are visualized in Figure 1. As a
country’s economic performance increases, the distribution of people in profile 1 rises while the pro-
portion of those in profile 2 and 3 decreases. Interestingly, the rate of decrease in profile 3 is much
sharper than in profile 2.

As shown in Figure 2, the 14 countries assigned to profile 1 have a much higher percentage of individ-
uals clustered as profile 1 based on their online privacy and security attitudes (mean = 67.4%; median =
70.2%). Indonesia, South Africa, India, Egypt, Brazil, and Mexico (profile 2) have an average of 30.8%
in profile 1 (median =30.2%) while profile 3 countries — Pakistan, Nigeria, Tunisia, and Kenya — have
the lowest average of 11.2% (median =11.5%) of individuals in profile 1.
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Percentage of Respondents in Each Profile as a Function of GDP per Capita
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Figure 1. As economies improve, the percentage of people in profile 1 rises while those in pro-

file 2 and 3 decreases.

Percentage of Respondents in Profile 1 as a Function of GDP per Capita

100% =

.
Great Britain it}

S 75% - o ° 5
= LI France Canada P Sweden
o
= . South Korea
a Poland
® : ta
E J china :
T 50% -
3
@ "
g South Africa Rl
< * e
g * /
[
! .
Pakistan
—
.
.
10 20 30 40 50

GDP per Capita in Thoundsands of US dollars (2015, World Bank)

Profile Assignment: m e Model1

United States

Figure 2. The percentage of respondents belonging to profile 1 is significantly higher in coun-

tries with higher GDP per capita (2015).
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5.3 GDP per capita and concern about personal information being moni-
tored, bought, and sold

In order to examine how the three profiles were different in terms of privacy and security attitudes, we
used the survey responses to conduct a series of one-way ANOVAs and post-hoc tests”. In the follow-
ing sections, we focus on key questions most topically relevant and frequently discussed in the IS pri-
vacy literature®. Our results show that online privacy concern was highest in profile 1 and lowest in
profile 3, and that pairwise differences between the three profiles were statistically significant in all
cases. In other words, people in profiles with a higher mean GDP per capita had significantly greater
privacy concerns in several areas than those in profiles with lower economic living standards.

When asked about their “information being monitored” (Q20-2) under the increasing mobile connec-
tivity of devices, such as phones, cars, and other things one might not be aware of, there were signifi-
cant differences in the level of privacy concern among the three profiles, F(2, 22797) = 3231.8, p <
.001, np*=.06. Concern level was highest among those in profile 1, then in 2 and 3. Post-hoc compari-
sons using the Tukey HSD test (p <.001) showed that the differences were statistically significant.
Although the effect size was smaller, there were similar results regarding whether “information being
bought and sold” (Q20-3) caused privacy concern among individuals, F(2, 22797) = 3231.8, p <.001,
np*=.04. Privacy concern was highest in the richest and lowest in the poorest profile, and the pairwise
differences were statistically significant (p <.001). Furthermore, there were significant differences in
the level of concern related to “a lack of privacy as a result of having so much information about me
available on the internet” (Q20-4) among the three profiles, F(2, 22797) = 3231.8, p <.001, np>=.052.
Concern level was highest in profile 1 and lowest in profile 3, and the differences were statistically
significant (p <.001).

54 GDP per capita and concern about government surveillance of online
communication

There were significant differences in acceptance levels among the three profiles in regards to the state-
ment that “governments should be able to find out who their suspects communicated with online” (Q10-
2) when someone is suspected of a crime, F(2, 23864) = 932.39, p < .001, n,°=.073. Those in profile 3
were most accepting while people in profile 1 agreed the least. The large eta-square value of .073 (Miles
and Shevlin, 2001; Rice and Harris, 2005) also indicates that approximately 7.3% of the variance in
acceptance levels among the three profiles are attributable to profile membership. Moreover, those in
profiles with lower GDP per capita were significantly more likely to agree that “governments should
work closely with other organizations, including companies, civil society, academics, and technologists”
(Q10-6) to address issues related to privacy and cyber security (ANOVA F(2,23864) =631.17,p < .001,
1Mp>=.050 and post-hoc tests (p< .001)). Regarding whether there should be “new rules about how com-
panies, governments, and other internet users use my data” (Q10-7), individuals from profiles with lower
GDP per capita were also significantly more likely to agree (ANOVA F(2, 23864) = 655.18, p < .001,
np2=.052 and post-hoc tests (p< .001)).

6 Summary of Findings and Discussion

Our findings contribute to the literature in two ways. First, by using data collected from a global survey
of individuals across 24 countries we were able to identify three groups based on similarity in online
privacy and security attitudes using cluster analysis. Identifying emergent groups based on similarity in
privacy preferences has been previously employed in empirical privacy research (Lin et al., 2014; Liu

2 Ordinal and Likert scales (Likert, 1932) often behave empirically linear and interval in character as proven in several stud-
ies (Bishop and Herron, 2015; Carifio and Perla, 2008, 2007; Vickers, 1999). These studies have demonstrated that attitudinal
responses from identical participants measured in two different response formats — one continuous and the other ordinal —
were highly correlated. We therefore converted ordinal values of the survey responses to an interval scale for the purpose of
our analysis.

3 The ,questions we focus on are Q20-2, Q20-3, Q20-4, Q10-2, Q10-6, Q10-7 from the survey.
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et al., 2014; Zhao et al., 2014). However, most of these studies have only identified privacy clusters
based on participant samples from a single country. Our work combines cluster analysis with country
assignment using dissimilarity measures. Using both approaches in tandem allows us to compare privacy
attitudes at a macro-level focusing on each country rather than the individual as the main unit of analysis.
As aresult, we are able to offer a comparative view of privacy attitudes at the country level using these
three profiles. Second, extant literature has focused on cultural variables as the main attribute to country-
level differences in privacy; however, we show that the three privacy profiles significantly differ in
terms of GDP per capita, linking country-level privacy attitudes with economic standards of living.

6.1 Attitude towards online privacy in relation to GDP per capita

Our findings show that, compared to those living in developed nations, people in countries with lower
economic living standards tend to have lower online privacy concerns in regard to personal information
being monitored or bought and sold. Such individuals are also relatively less concerned about a general
lack of privacy due to having so much personal information about themselves on the web. These findings
are aligned with the notion that privacy concern decreases with lower household income (Acquisti and
Grossklags, 2006). Over the past few years, developing nations have experienced some of the fastest
growth in the number of new internet users and smartphone owners (Anteneh et al., 2015; Poushter,
2016). In fact, while still lagging behind some of the wealthiest economies, developing countries also
experienced exponentially sharper increases in the number of people who are newly exposed to online
social networking, business transactions, and e-commerce compared to nations with higher GDP per
capita (Poushter, 2016). However, increased familiarity in online experiences may not always neces-
sarily imply greater awareness of privacy issues or the ability to protect one’s personal information.

Unlike the majority of profile 1 countries where online privacy laws are more comprehensive and have
existed for a longer period of time (“Privacy Law,” 2017), most developing nations still have nascent or
poorly implemented institutional frameworks around data privacy (Anteneh et al., 2015; Nyst, 2012).
For example, in all four countries in profile 3 — Pakistan, Nigeria, Kenya, and Tunisia — information
privacy laws are very scant and governments rarely enforce protection around corporate or institutional
use of people’s personal information (Makulilo and Boshe, 2016; Nwankwo, 2016; Nwanne, 2014;
Youssef, 2017; Zafar and Ahmad, 2011). Under such conditions, individuals are not only often under-
informed about third-party use of their personal information, but also often lack the capacity to protect
their data (Anteneh et al., 2015; Borena and Ejigu, 2013; Nyst, 2012). That said, poor legislative pro-
tection at the national level, and a resulting lack of awareness around privacy issues, yet increased fa-
miliarity in the use of online technology may contribute to a lower sense of inhibition in regard to the
privacy risks associated with online technologies.

Furthermore, countries with lower GDP per capita often lag behind much of the world in terms of socio-
development indicators (health, education, income, gender equality) on the Human Development Index
(Islam, 1995). In such countries, even if there is a wide adoption of technology, people may have dif-
ferent concerns in relation to that technology based on their living standards. For example, 93% of Af-
ricans have cell phone service while less than one third of the population have access to flush toilets,
50% live in areas without paved roads, and only 63% have access to piped water (Parke, 2016). Under
such conditions, while online privacy issues may still be important, other concerns related to basic ne-
cessities may take over greater priority in day-to-day life.

6.2 Attitudes towards government online surveillance and regulation in re-
lation to GDP per capita

Based on our findings, individuals from countries with higher GDP per capita are more reluctant towards
government surveillance for the purpose of identifying suspected criminals. Mass government surveil-
lance of online activity is often seen as a threat to democracy and an infringement of basic human right
across many nations (Banisar and Davies, 1999; Haggerty and Samatas, 2010; Monahan, 2008). How-
ever, governments in emerging economies often “collect and share excessive amounts of personal data
in the name of development, security, and modernization of public administration” (Nyst, 2012) without
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the proper legislative groundwork to ensure protection around people’s personal information. For ex-
ample, most developed countries like the United States rely on computers to communicate flu data from
doctor’s offices and emergency rooms to national disease control and prevention centers (Brinkel et al.,
2014; Nsubuga et al., 2006; Purvis, 2012). By contrast, in low-income countries “like Kenya where the
medical infrastructure isn’t developed enough to support a similar nationwide network™ (Purvis, 2012),
governments rely on people’s personal smartphones to collect highly sensitive health information
(Brinkel et al., 2014; Nsubuga et al., 2006; Purvis, 2012). Despite the much needed efficiency in terms
of cost and time especially for nations that have low resources and capital to manage public health
surveillance at a national scale, these circumstances are often rampant with situations where personal
data is often shared outside the surveillance system in the process of collecting and storing data (Klingler
et al., 2017). Individuals in developing nations who agree to report their data through these surveillance
systems are often poorly educated about forgoing informed consent around the use of their personal
information (Klingler et al., 2017). As such, in most low-income countries where technology has had
some of the most transformative effects in improving humanitarian problems, the perception of benefit
may far outweigh perceived privacy risks depending on the context and the role that technology plays.

However, this many not necessarily mean that people in low-income nations are not concerned about
the lack of online protection in their countries. In fact, our findings show that individuals in countries
with lower GDP per capita are more likely to favour close collaboration between government and other
organizations, including companies, civil society, academics and technologists to address cybersecurity
threats. Compared to those living in countries with greater economic wealth, these individuals are also
significantly more likely to agree that there needs to be new rules about how companies, governments,
and other internet users use personal data. Literature shows that individual privacy concerns are associ-
ated with perceptions around the effectiveness of privacy policies (Xu et al., 2008) and prevailing pri-
vacy social norms (Ciganek and Francia, 2009; Strandburg, 2006) — both of which can widely vary
across countries with different levels of economic wealth. While developed nations have instituted
online privacy laws across numerous industries at a much earlier stage, developing nations are at the
early stages of forming privacy frameworks, with people just starting to become more educated around
protecting their personal data (Nyst, 2012).

7 Conclusion and Future Outlook

To the best of our knowledge, no prior work has systematically explored privacy in relation to GDP per
capita. In that sense, we contribute to the literature by introducing economic living standards as a lens
to examine cross-country privacy. Using a global dataset from the largest world-wide survey on Internet
privacy and security concerns, we identified three distinct attitudinal profiles and assigned each country
to the best-fitting profile. Our analyses demonstrated significant pairwise differences in GDP per capita
based on profile membership as well as attitudinal differences: individuals in profiles with lower GDP
per capita had less privacy concerns in relation to information being monitored, bought, or sold, were
more tolerant of government surveillance, but were more likely to desire new rules to regulate third-
party use of personal data.

However, while our findings showcase significant differences in online privacy and security attitudes
based on economic living standards, we are unable to validate causal explanations given the lack of
related work on this topic. Through future research we may better understand how and why national
economic living standards impact people’s privacy concerns.
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