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$EVWUDFW 
In this paper, we examine the psychological antecedents of privacy management strategies in 

social network sites (SNS) and extend the understanding to collective privacy management. By 

surveying Facebook users in the US (N = 454), Singapore (N = 467) and South Korea (N = 472), 

we are able to test our prediction model in these three countries to examine whether the effects of 

the antecedents are robust from a cross-country perspective. Although some of the effects are 

significantly different between the three countries, we find that in general XVHUV¶�SULYDF\�attitudes, 

social norms, and self/collective control beliefs substantially predict the adoption of collective 

privacy management strategies. These findings contribute to the explanations of XVHUV¶�DGRSWLRQ�

of behavioral privacy management strategies. We conclude with global and country-specific 

recommendations regarding future privacy designs for collective privacy management.  

Keywords: collective privacy management; social network site; social norm; perceived control 

belief 

��,QWURGXFWLRQ� 
The increasing use of social network sites (SNSs) has caused growing concerns about personal 

information disclosure. Millions of SNS users share vast amounts of personal information in online 

social interactions, including their names, photos, locations, and stories from their personal life. 

This can lead to threats to personal information privacy. Information privacy refers to the ability 

of the individual to personally control information about oneself [54]. Losing control over personal 

information may cause privacy risks, including inadvertent disclosure, online stalking, identity 

theft, unwanted contact, harassment, and personal data misuse by third parties [8]. These privacy 

risks in online social networking have in turn challenged the continued usage of SNSs and the 

social relationships between people. Thus, most SNSs provide privacy settings for users to control 

their information disclosure.  

Aside from the embedded privacy settings, users also employ a variety of behavioral coping 

strategies, namely privacy management strategies, to address their privacy issues [55, 69]. These 

strategies include using multiple accounts [57], censoring disclosure content [17], and removing 

unwanted contacts [47]. The adoption of privacy management strategies constitutes an important 

SRUWLRQ�RI�XVHUV¶�SULYDF\�SURWHFWLRQ�behavior and has received growing attention in recent research. 



Moreover, several studies have shown that in addition to the strategies mentioned above, which 

are about individual efforts, certain privacy management strategies involve collective efforts [6, 

18, 22, 23]. For example, Facebook users sometimes ZRUN�WRJHWKHU�WR�SURWHFW�HDFK�RWKHU¶V�SULYDWH�

information in uploaded and tagged photos [6]. Such strategies are necessary because in the 

interpersonal interactions on SNSs, information is shared interpersonally and once shared, it 

becomes co-owned and co-managed content [40]. Thus, to systematically consider both individual 

and collective of privacy management strategies, researchers have developed multi-dimensional 

measurement scales to quantify these privacy management strategies. For instance, Cho and 

Filippova proposed four dimensions of collaborative, corrective, preventive, and information 

control strategies to account for multiple strategies that users implement to individually (e.g., 

untagging) and collectively (e.g., developing shared rules and norms) manage co-owned content 

[11].  

However, whereas the antecedents of privacy behaviors have been studied in a general sense, few 

studies have investigated the psychological antecedents that predict XVHUV¶� DGRSWLRQ� RI� these 

collective privacy management strategies. Many prior studies have examined the psychological 

antecedents of individual privacy management strategies, such as privacy concern [10, 18, 30], 

risk belief  [10], and self-efficacy [10]. The antecedents of collective privacy management 

strategies remain unexplored. Examining antecedents of different collective strategies is of great 

importance as it will improve our understanding of what motivates users to choose these strategies 

in their online privacy management on SNSs. This can in turn inform future privacy design 

strategies for SNS providers to enhance support that can facilitate users to apply their desired 

strategies.  

Furthermore, there is still a lack of cross-country research RQ�XVHUV¶�DGRSWLRQ�RI�FROOHFWLYH�SULYDF\�

management strategies and its antecedents. As SNSs are increasingly popular worldwide, users 

from different countries may have different privacy norms and values, which in turn result in 

GLIIHUHQFHV�LQ�SHRSOH¶V�DGRSWLRQ�RI�FROOHFWLYH�SULYDF\�PDQDJHPHQW�VWUDWHJLHV�DQG�WKH�GULYHUV�WR�

said adoption. Hence, a cross-FRXQWU\�FRPSDULVRQ�RQ�616�XVHUV¶�DGRSWLRQ�RI�FROOHFWLYH�SULYDF\�

management strategies and its antecedents is needed to examine what aspects of this phenomenon 

are robust and what aspects significantly differ from a cross-country perspective. Such insights 

will inform future global and country-specific privacy design strategies and allow multinational 



SNS providers like Facebook to cater differently to the privacy management strategies that prevail 

in different countries.  

Thus, in this paper, we aim to answer following research questions:  

RQ1: What psychological factors can predict the adoption of collective privacy management 

strategies? 

RQ2: Does the prediction model differ across different countries? 

We conduct an online survey with 1393 users from the US, Singapore and South Korea to examine 

how different antecedents affect the adoption of collective privacy management strategies. In the 

survey, we measure a set of collective privacy management strategies and psychological 

antecedents, such as privacy concerns, social norms and behavioral control. We first build a 

structural model on the US sample to examine hypothesized effects of psychological antecedents 

on the adoption of privacy management strategies. We then run the same model in Singapore and 

South Korea to check whether the resulting model similarly applies in different countries. We 

discuss the possible reasons for discrepancies in cross-country findings and how these can inform 

future global SNS privacy design strategies. 

��/LWHUDWXUH�5HYLHZ�DQG�7KHRU\�'HYHORSPHQW 
2.1 Collective Privacy Management Strategies in SNS 

Previous work has shown that SNS users heavily apply coping strategies to manage their privacy 

in addition to configuring the embedded privacy settings on SNSs [55, 67]. For example, users 

send private messages instead of posting publicly or exclude personal information from their posts 

[67]. Some users segregate different circles of friends [25], or ignore unwanted contacts to 

maintain their interpersonal boundary [67]. 5HVHDUFK�KDV�VKRZQ�WKDW�XVHUV¶�SULYDF\�FRQFHUQ�[10, 

18, 30], risk belief  [10], and self-efficacy [10] have significant influence on the adoption of 

individual privacy management strategies. 

While these studies have focused on privacy management strategies at the individual level, recent 

studies have examined collective privacy management strategies [6, 18, 22, 23].  These works are 

mostly built on $OWPDQ¶V�%RXQGDU\�5HJXODWLRQ�WKHRry [3] DQG�3HWURQLR¶V�&RPPXQLFDWLRQ�3ULYDF\�

Management theory (CPM) [40], postulating that privacy is an interpersonal process that requires 



collective efforts between users. Altman GHILQHG�SULYDF\�DV�³DQ� LQWHUSHUVRQDO�ERXQGDU\-control 

SURFHVV�WR�PDNH�RXUVHOYHV�RSHQ�RU�FORVH�WR�RWKHUV��ZKLFK�LV�GLDOHFWLF��G\QDPLF�DQG�ELGLUHFWLRQDO´�

[3]. This bi-directional process involves the regulation of not only the output to others but the input 

from others. This is particularly true for SNS use, as information disclosure on SNSs is not strictly 

SHUVRQDO� EXW� LQYROYHV� RWKHU� LQGLYLGXDOV�� &30� H[WHQGV� $OWPDQ¶V� WKHRU\� E\� UHFRJQL]Lng the 

interpersonal boundary regulation process as a boundary coordination between the owner (the 

person who shares the information) and the co-owner (the person who receives the information) 

of the information sharing. Once information is shared, it moves to a shared domain where all the 

stakeholders can co-PDQDJH�LW��7R�KHOS�PDLQWDLQ�HDFK�RWKHU¶V�GHVLUHG�OHYHO�RI�SULYDF\��both owners 

and co-owners must collectively develop and negotiate privacy norms to coordinate the 

interpersonal boundary. When such coordination fails (i.e., rules and norms are not mutually 

understood or there is conflict around HDFK�RWKHU¶V privacy expectations), boundary turbulence 

happens, which can raise privacy concerns and drive the owners and co-owners of the information 

to restore the coordination. These collective efforts can happen frequently in the process of sharing 

information on SNSs. One example is that when users tweet personal information to their Twitter 

audience, the audience becomes the co-owner and can retweet it to another circle of audience. 

Another more complex example is group photo sharing: When users share group photos of 

themselves and their friends, their friends become the co-owners of the group photos and can be 

tagged [46, 68]. In this process, the co-RZQHUV¶� LGHQWLWLHV�� LPDJHV��EHKDYLRUV��DQG� ORFDWLRQV�DUH�

potentially exposed. Thus, co-owners take part in the collective coordination of the privacy 

boundaries to keep each oWKHU¶V�SHUVRQDO�LQIRUPDWLRQ�VDIH�DQG�SULYDWH�[29]. 

Research has uncovered a set of coping strategies that users frequently adopt in collective privacy 

management on SNSs. For example, users either rely on offline social interaction to handle 

unwanted photos, such as asking their friends to remove the photos [6], or negotiate rules of thumb 

on what content can be disclosed and collectively define the appropriate audience [18]. More 

broadly, Cho and Filippova [11] suggest four dimensions that systematically measure the main 

collective privacy management strategies in SNSs: collaborative strategies, corrective strategies, 

preventive strategies, and information control. Collaborative strategies involve the explicit 

FRRUGLQDWLRQ�ZLWK�616�IULHQGV�WR�FROODERUDWLYHO\�PDQDJH�HDFK�RWKHU¶V�SULYDF\��VXFK�DV�GLVFXVVLQJ�

the appropriateness of the shared content. Corrective strategies comprise the use of existing 

privacy management features such as untagging, timeline review, or removing content. Preventive 



strategies prevent personal information leakage by constraining the audience in advance, such as 

creating sharing groups and using friend lists. Information control strategies concern self-

censoring, i.e., deciding whether content is appropriate for sharing. These strategies cover various 

aspects of collective privacy management that extend beyond the use of the privacy settings that 

are typically available on SNS platforms.  

Several studies have proposed privacy designs to support these collective privacy management 

strategies. One study designs a Facebook application to facilitate collective management of shared 

data that allows the owner to make an appropriate sharing decision based on the privacy 

preferences specified by the co-owners [21]. Another study designs a tool called CoPE that notifies 

the users when they have been tagged in a photo, and allows them to request and control access 

over the tagged photo [50]. While these studies address the implementation of collective privacy 

management strategies in the use of SNSs, little research has been done to investigate the 

antecedents of these strategies. Discovering what antecedents influence the use of collective 

privacy PDQDJHPHQW�LV�LPSRUWDQW�IRU�SULYDF\�VFKRODUV�WR�XQGHUVWDQG�WKH�PHFKDQLVPV�EHKLQG�XVHUV¶�

adoption of collective strategies. It can also inform the design of privacy mechanisms in SNSs that 

VXSSRUW� XVHUV¶� collective privacy practices. Hence, the present study will investigate the 

antecedents of collective privacy management strategies. Given that the antecedents of individual 

privacy management strategies have been examined in prior studies [10, 18, 30], we will focus on 

the collective privacy management strategies in the present paper. We apply Cho and Filippova¶V�

four categories of collective  privacy management strategies [11] in our study as these four 

categories comprehensively describe different aspects and focus in collective privacy management. 

In the next section, we will review antecedents of privacy behavior and propose the hypotheses 

that we aim to test. 

2.2 Antecedents of Privacy Behavior 

There has been a rich body of research investigating the factors that predict privacy behavior in 

SNS use, namely Internet skill, demographic differences, attitudinal factors, norms, and network 

size [18, 32, 33, 48, 73]. Inspired by the Theory of Planned Behavior (TPB) [2], we focus our study 

on three types of psychological antecedents to answer our research question: attitudes, norms, and 

perceived behavioral control. TPB is one of the most widely used theories for explaining and 

predicting human behavior across various domains. It postulates that human behavior is directly 



influenced by behavioral intention, and behavioral intention is jointly determined by attitude, 

subjective norms, and perceived behavioral control towards the behavior [2]. We thus adapted the 

TPB antecedents to the context of SNS privacy: privacy concern (attitude), social and descriptive 

norm of information disclosure (norms), and perceived privacy self/collective efficacy (behavioral 

control). 

2.2.1 Privacy Concern 

In privacy research, privacy concern is widely used as a measurable SUR[\�IRU�XVHUV¶�DWWLWXGHV��

beliefs and perceptions towards information privacy [48, 70]. Privacy concern is generally 

regarded as an important predictor of privacy-related behavior [34, 56]. Researchers have shown 

that privacy concern negatively affects intention to disclose [34, 37], and positively affects the 

adoption of privacy management strategies [11, 18] as well as privacy-protective behavior [24]. 

Therefore, privacy concern may increase the adoption of collective privacy management strategies: 

H1: Privacy concern positively influences the adoption of (a) collaborative, (b) corrective, (c) 

preventive, and (d) information control strategies. 

2.2.2 Social norms 

Researchers have separated two types of normative beliefs: subjective norms (D� SHUVRQ¶V�

perception of what important others think the person should do) and descriptive norms (D�SHUVRQ¶V�

perception of what others do) [14]. 7KH�PRUH�SRVLWLYH�D�SHUVRQ¶V�SHUFHLYHG�VRFLDO�QRUPV�DERXW�D�

behavior are, the more likely this person intends to perform that behavior [2]. Most studies agree 

that social norms of information sharing positively influence disclosure behavior on SNSs [9, 39]. 

Likewise, privacy social norms (about protecting personal information) negatively influence self-

disclosure [36], and positively affect RQH¶V�disposition to value privacy [70].   

Based on these previous findings, we propose that subjective norms and descriptive norms 

influence the adoption of collective privacy management strategies. In our study, the social norms 

cover personal information disclosure in SNS use. We argue that social norms about personal 

information disclosure in SNS are more perceivable, salient and observable than norms about other 

privacy behaviors, as users can easily perceive how their SNS friends disclose. If users perceive 

that their SNS friends disclose personal information (i.e., descriptive norms) and that these friends 

expect them to do the same (i.e., subjective norms), then the perceived prevalence and social 



pressures may motivate them to employ fewer privacy management strategies, as they may not 

want to restrict information that their SNS friends find important: 

H2: Subjective norms of information disclosure negatively influence the adoption of (a) 

collaborative, (b) corrective, (c) preventive, and (d) information control strategies. 

H3: Descriptive norms of information disclosure negatively influence the adoption of (a) 

collaborative, (b) corrective, (c) preventive, and (d) information control strategies. 

2.2.3 Self/Collective Efficacy 

%DQGXUD¶V�FRQFHSW�RI�SHUFHLYHG�VHOI-HIILFDF\�LV�DERXW�³WKH�MXGJPHQWs of how well one can execute 

courses of action required to deal with prospective situations´ [5]. Self-efficacy beliefs can 

influence choice of activities, preparation for an activity, effort expended during performance, as 

well as thought patterns and emotional reactions [5]. In privacy research, self-efficacy in privacy 

management is found to have a significant positive impact on the use of privacy enhancing 

technologies [10, 35]. Thus, we propose that users who believe they can manage their personal 

information well will be more likely to adopt collective privacy management strategies: 

H4: Privacy self-efficacy positively influence the adoption of (a) collaborative, (b) corrective, (c) 

preventive, and (d) information control strategies. 

As we reviewed earlier, SNS users manage their information privacy collectively rather than in 

isolation. Thus, we use perceived collective efficacy in addition to perceived self-efficacy. 

Collective HIILFDF\�LV�GHILQHG�DV�RQH¶V�SHUFHSWLRQ�FRQFHUQLQJ�D�JURXS¶V�FDSDELOLW\�WR�SHUIRUP�D�

behavior [19]. When people operate collectively within an interactive social system, they judge 

the capability of the social system as a whole. Collective efficacy has been studied in collaborative 

environments such as computer-supported collaborative learning [63], neighborhoods [45] and 

schools [20]. While few studies examine the relationship between collective efficacy and 

information privacy, a recent study [11] found that RQH¶V�SHUFHLYHG�privacy collective efficacy, i.e. 

RQH¶V� personal beliefs of joint capability of a social group to perform privacy management, 

positively influences collective privacy management strategies. Therefore, we propose: 

H5: Privacy collective efficacy positively influences the adoption of (a) collaborative, (b) 

corrective, (c) preventive, and (d) information control strategies. 

2.3 Mediation Role of Privacy Concern 



Previous research has found that privacy concern is influenced by many psychological factors [48]. 

)RU�H[DPSOH��SUHYLRXV�OLWHUDWXUH�VXJJHVWV�WKDW�XVHUV¶�SULYDF\�DWWLWXGHV�DUH�RIWHQ�LQIOXHQFHG�E\�WKH�

norms concerning information disclosure within online communities [37]. It is possible that when 

users feel that people are concerned with privacy and expect users to be concerned as well, their 

privacy concerns will be influenced due to the social influence. Therefore, we propose that: 

H6: Subjective norms of information disclosure negatively influence privacy concern. 

H7: Descriptive norms of information disclosure negatively influence privacy concern. 

Similarly, privacy self-efficacy is shown to influence information privacy concerns [35]. Studies 

have found a negative effect of self-efficacy on privacy concerns [31, 58, 71]. Efficacy beliefs 

have the potential to regulate emotions and perceptions [4]. Specifically, those with a high level 

of efficacy are expected to focus more on positive aspects of a situation while those with low 

efficacy beliefs tend to construe the situation negatively [7]. Numerous studies have shown that 

efficacy beliefs reduce negative feelings under various contexts such as anxiety, fear, worry and 

depressive feelings [16]. Similarly, computer self-efficacy reduces computer anxiety and anger 

[65]. Overall, confidence combined with perceived control is predicted to reduce possible negative 

reactions related to privacy risks. Thus, we propose that: 

H8: Privacy self-efficacy negatively influences privacy concerns. 

Although no previous work has studied the influence of privacy FROOHFWLYH� HIILFDF\� RQ� XVHUV¶�

privacy concerns in SNS use, we predict that if users perceive that they and their friends are capable 

to manage their personal information, they will have fewer privacy concerns, as they will feel 

capable to coordinate their HIIRUWV�WR�SURWHFW�HDFK�RWKHU¶V�SHUVRQDO�LQIRUPDWLRQ�ZLWKLQ�WKHLU�VRFLDO�

group:  

H9: Privacy collective efficacy negatively influences privacy concerns. 

By postulating these direct effects of social norms and behavioral control on privacy concerns in 

H6-H9, we make privacy concerns as a mediator between social norms / behavioral control and 

privacy management strategies. Although this does not strictly follow the TPB model, we believe 

that the mediation is necessary. First, there are significant associations between attitude and social 

norms / behavioral control [2]. These three psychological antecedents are not independent from 

each other, but indeed interplay with each other. Second, as we reviewed, a number of privacy 



studies have empirically tested the relationship between social norms / behavioral control and 

privacy concerns [31, 37, 58, 71], which can serve as the theoretical foundation for the mediation. 

Third, adding mediation can better uncover the mechanisms how TPB antecedents influence 

privacy management strategies. The hypothesized research model to answer our research question 

is presented in Figure 1.  

   

Figure 1: Hypothesized research model 

2.4   Differences between Countries 

A large number of studies has investigated the cross-country differences in privacy attitudes and 

behaviors. Most of these studies have for example found that users in individualistic countries have 

higher levels of privacy concerns than in collectivistic countries, and are thus less likely to disclose 

personal information and more likely to adopt privacy management behaviors [17, 42, 45, 46, 65]. 

In SNS use, people in collectivistic countries are more likely to disclose personal information to 

others [55], limit SNS friends to close ties in ingroups [18], and have a higher level of intimate 

self-disclosure [18]; users in individualistic countries are more likely to be concerned with their 

privacy [76], have a variety of social relationships in SNSs [18], and are more likely to adopt 

privacy protection behaviors [94]. One study discusses the country difference in collaborative 

privacy management [34]. They find that users in collectivistic countries are more likely to 

perceive the susceptibility of others to personal information exposure as a result of their own 

Facebook activity.  



However, most previous cross-country privacy literature focuses on individual privacy practice. It 

is still unexplored whether users in different countries would adopt collective privacy management 

strategies similarly. We will explore this aspect by testing our research model laid out in H1-H9 

across three countries: the US, Singapore, and Korea (RQ2).  

��0HWKRG 
We ran an online survey to collect data. We chose Facebook as the context of the survey because 

it is one of the most popular SNSs worldwide. The survey was administered by a professional 

online research company, Qualtrics. Participants were randomly selected from an online panel 

recruited by Qualtrics. The panel is an opt-in, privacy-protected participant pool. The research 

company runs regular benchmarking surveys to ensure their panelists are representative of the 

larger Internet population. Qualtrics helped us recruit survey respondents from three countries: 

Singapore, South Korea, and the US. This is to test whether the research model can be applied to 

different countries. These three countries are economically developed and have well-established 

ICT infrastructures. However, they have different cultures as Singapore and South Korea are more 

collectivistic than the US. We restricted sampled participants to Facebook users who were older 

than 18 in South Korea and the US, and 21 in Singapore1, and to those who visited their Facebook 

page at least once every two weeks. We translated the survey into Korean using back-translation 

to ensure the semantic consistency between the two versions. A total of 1393 respondents (US: 

454, Singapore: 467, and South Korea: 472) participated in the survey. The percentage of female 

was 51.32% in the US, 50.54% in Singapore, and 50.42% in South Korea. The mean age was 41.99 

(SD = 14.02) in the US, 38.72 (SD = 11.66) in Singapore, and 35.53 (SD = 11.66) in South Korea.  

3.1 Measures 

The variables in our study were measured by pre-validated scales adapted from previous research. 

All the measures used a 7-point Likert scale. Table 1 reports the items employed in this study and 

the validity and reliability of the measures in terms of factor loadings and average variance 

explained (AVE). 

Construct Items Item Means (SD) 

 

1 The IRB in Singapore requires participants to be at least 21 years old. 



Factor 
Loading US SG KR 

Privacy 
concerns of 
disclosing 
personal 
information 
on Facebook  
AVE = 0.713 
 

When using Facebook, I sometime 
think twice before providing my 
personal information 

0.742 5.428(1.5) 5.530(1.2) 5.114(1.2) 

I am concerned about posting 
information on Facebook because 
it might be used in ways I had not 
foreseen 

0.831 5.048(1.6) 5.464(1.1) 5.006(1.3) 

I am concerned that Facebook is 
collecting too much personal 
information about me 

0.854 4.964(1.7) 5.199(1.2) 4.681(1.3) 

I am concerned that personal 
information collected by 
Facebook is readily available to 
people unauthorized to view or 
work with the data 

0.887 5.006(1.6) 5.313(1.2) 4.675(1.3) 

I am concerned that others share too 
much information about me via 
Facebook 

0.838 4.307(1.9) 5.012(1.3) 4.512(1.3) 

I am concerned that other persons 
could misuse the information I 
post on Facebook 

0.874 4.717(1.8) 5.289(1.2) 4.813(1.3) 

In general, I am concerned about 
privacy while I am using 
Facebook 

0.877 4.837(1.7) 5.452(1.2) 4.855(1.3) 

Privacy self-
efficacy  
AVE = 0.735 

It's easy to figure out how to manage 
personal information on Facebook 

0.716 4.813(1.5) 4.753(1.3) 4.000(1.4) 

I am confident that I know how to 
protect privacy on Facebook. 

0.917 4.645(1.6) 4.910(1.3) 3.506(1.3) 

I feel confident adjusting the privacy 
settings in my Facebook account 

0.911 4.976(1.5) 4.97(1.3) 3.958(1.4) 

I feel confident untagging myself 
from photos if I want to. 

0.794 5.114(1.5) 5.084(1.3) 4.096(1.4) 

Overall, I am confident that I can 
protect my privacy on Facebook. 

0.921 4.645(1.6) 4.873(1.4) 3.687(1.3) 

Managing personal information on 
Facebook is entirely within my 
control 

0.863 4.717(1.6) 4.807(1.4) 3.783(1.4) 

Privacy 
collective 
efficacy  
AVE = 0.737 

I am confident that my friends and I 
can work together in order to 
protect privacy on Facebook 

0.887 4.765(1.4) 4.572(1.3) 4.187(1.2) 

I am confident that my friends and I 
can effectively manage privacy 
since we are a competent group of 
people  

0.896 4.813(1.4) 4.530(1.3) 3.813(1.2) 

I am confident that my friends and I 
are committed to protect each 
RWKHU¶V�SULYDF\ 

0.900 4.898(1.4) 4.614(1.3) 4.127(1.2) 



I am confident that my friends and I 
will do our share of the work in 
RUGHU�WR�SURWHFW�HDFK�RWKHU¶V�
privacy on Facebook 

0.920 4.886(1.4) 4.645(1.3) 4.151(1.2) 

My friends and I look out for each 
other 

0.868 5.410(1.3) 4.934(1.2) 4.578(1.1) 

My friends and I care for each 
RWKHU¶V�SULYDF\ 

0.891 5.355(1.2) 5.006(1.2) 4.873(1.1) 

My friends and I are willing to help 
others to protect our privacy 

0.871 5.283(1.2) 4.988(1.2) 4.747(1.1) 

This is a close-knit community 0.771 4.681(1.5) 4.578(1.3) 4.241(1.2) 
People within my social network can 

be trusted 
0.742 4.916(1.4) 4.506(1.3) 3.916(1.3) 

We generally mutually agree the 
same values (or rules) with 
regards to how to respect each 
RWKHU¶V�SULYDF\ 

0.824 5.066(1.3) 4.807(1.2) 4.343(1.1) 

Subjective 
norms of 
sharing 
personal 
information 
on Facebook  
AVE = 0.875 

People who are important to me 
think that I should share personal 
information on Facebook. 

0.939 3.518(1.7) 3.476(1.4) 3.181(1.3) 

People who influence my behavior 
think that I should share personal 
information on Facebook. 

0.934 3.235(1.7) 3.434(1.4) 3.151(1.4) 

People who are important to me 
think it would be a good idea for 
me to share personal information 
on Facebook. 

0.933 3.452(1.7) 3.458(1.4) 3.199(1.3) 

Descriptive 
norms of 
sharing 
personal 
information 
on Facebook  
AVE = 0.666 

I believe most of the profiles I view 
on Facebook reveal their intimate 
personal information on 
Facebook. 

0.835 4.386(1.5) 4.277(1.2) 3.765(1.2) 

Many people around me disclose 
intimate details about themselves 
on Facebook. 

0.840 4.675(1.5) 4.259(1.3) 4.006(1.2) 

Many people around me disclose 
their personal feelings, emotions, 
and experiences on Facebook 

0.772 4.940(1.5) 4.705(1.3) 4.657(1.2) 

Privacy 
management 
strategies: 
Collaborative  
AVE = 0.786 

0\�IULHQGV�DQG�,�QHJRWLDWH�³UXOHV�RI�
WKXPE´�DERXW�VKDULQJ�FRQWHQW�
concerning ourselves   

0.920 3.861(1.9) 3.693(1.5) 3.747(1.5) 

0\�IULHQGV�DQG�,�DJUHH�RQ�³UXOHV�RI�
WKXPE´�DERXW�VKDULQJ�FRQWHQW�
concerning ourselves    

0.910 4.012(1.8) 3.807(1.5) 3.976(1.5) 

Prior to disclosing content, my 
friends and I discuss the 
appropriate privacy settings   

0.895 3.620(1.9) 3.729(1.6) 3.861(1.5) 

I ask for approval before disclosing 
content from those involved   

0.851 4.090(1.9) 4.157(1.6) 3.916(1.5) 



My friends ask for approval before 
uploading content concerning 
myself 

0.881 3.741(1.9) 3.825(1.6) 3.675(1.5) 

I discuss the appropriate privacy 
settings with my friends before 
creating a Facebook group 

0.905 3.777(1.9) 3.801(1.6) 3.711(1.5) 

I educate my friends about privacy 
issues 

0.841 3.849(1.9) 3.916(1.6) 3.542(1.5) 

Corrective  
AVE = 0.818 

I untag myself from photos my 
friends uploaded  

0.864 3.259(1.8) 3.349(1.6) 2.506(2.7) 

I ask friends to remove content 
concerning myself 

0.918 3.054(1.7) 3.042(1.4) 2.325(2.9) 

I delete content posted about me by 
my friends   

0.922 3.030(1.7) 2.910(1.3) 2.259(2.9) 

My friends untag themselves from 
photos I uploaded 

0.898 2.867(1.7) 2.783(1.2) 2.145(2.9) 

My friends ask me to remove content 
concerning themselves 

0.898 2.633(1.6) 2.711(1.3) 2.133(2.9) 

I advise my friends to remove 
content concerning themselves 

0.914 2.904(1.7) 2.729(1.4) 2.223(2.9) 

I advise my friends to untag 
themselves from photos others 
uploaded 

0.916 2.831(1.7) 2.705(1.3) 2.139(2.9) 

Preventive  
AVE = 0.528 

I make use of friend lists to restrict 
the audience of my posts to 
certain individuals 

0.697 5.801(1.8) 5.705(1.5) 4.958(1.7) 

I use secret groups to share content 
about my friends   

0.736 5.313(1.9) 5.434(1.7) 5.199(1.6) 

I allow my Facebook friends to view 
only the mutual friends they share 
with me 

0.718 5.861(1.9) 5.825(1.5) 5.380(1.6) 

I use the timeline review function to 
control what information appears 
on my timeline 

0.754 4.590(1.9) 4.867(1.6) 4.361(1.6) 

Information 
control 
AVE = 0.713 

Before posting on Facebook, I 
consider the audience that will 
read my post   

0.872 3.054(1.3) 3.717(1.2) 3.289(1.3) 

I adjust the content of my post based 
on who I think will see it 

0.867 4.217(1.6) 4.693(1.3) 4.145(1.4) 

I limit what I share on Facebook to 
only what is appropriate for all of 
my friends to see 

0.791 4.235(1.3) 4.729(1.2) 3.952(1.2) 

Table 1: Factors, items, factor loadings, and item means. 

:H�PHDVXUHG�SDUWLFLSDQWV¶ self-reported adoption of four different privacy management strategies: 

collaborative strategies, corrective strategies, preventive strategies and information control 

strategies [11]. The collaborative and corrective strategies is each measured with 7 items, 

preventive strategies with 4 items, and information control strategies with 3 items.  



We also measured privacy concerns, subjective norms and descriptive norms about personal 

information sharing, and privacy self-efficacy and privacy collective efficacy. Privacy concern is 

measured by 8 items from CFIP [49], and adapted to the domain of Facebook use. Subjective norms 

and descriptive norms are each measured using 3-item scales adapted from [15, 59]. Privacy self-

efficacy is measured by 6 items adapted from [28]. Privacy collective-efficacy describes oQH¶V�

perception about the capability of oneself and one's friends to successfully protect privacy together. 

We used 10 items adapted from [45] to measure it.  

3.2 Data Analysis 

We used Mplus to test our models. We first subjected the items to a Confirmatory Factor Analysis 

(CFA) to check the measurement validity. The CFA measurement model establishes relationships 

between indicators and latent factors. By the use of CFA, the items for each construct are modelled 

as linear combinations of the latent factors. All items are ordinal, and hence we used the robust 

weighted least squares estimator (WLSMV), as it does not assume normally distributed variables 

and provides a better option for modelling categorical or ordered data. We checked the factor 

loadings, R-square, AVE and modification indices for measurement validity. Convergent validity 

is supported when indicators load significantly on their respective factors (standardized factor 

loadings exceed 0.6) and the AVE is higher than 0.5. Discriminant validity is supported when the 

correlation between latent factors is lower than .85, and smaller than the square root of the AVE 

of each factor. We also checked the measurement invariance across the three countries by 

comparing configural, metric and scalar measurement models. If a metric or scalar model is not 

significantly worse than a configural model in terms of model fit, we can claim that we have metric 

invariance for comparing path coefficients across groups, or scalar invariance for comparing 

means. If any non-invariance exists, checking the factor loadings with large modification indices 

will help us locate the source of non-invariance. 

We then subjected the factors in the US sample to Structural Equation Modeling (SEM) as shown 

in Figure 1. We aimed to test whether the hypothesized research model fits the US sample. SEM 

simultaneously fits the measurement model and a series of linear regressions between factors. We 

added residual correlations among subjective norms, descriptive norms, privacy self-efficacy, and 

privacy collective efficacy.  



Finally, in order to check the robustness of the research model in different countries, we fit the 

model in the Singapore and Korean samples respectively. To find where the models differ between 

the three countries, we used multiple group SEM. The grouping variable is country. First, we fit 

identical models for each country (with intercepts and path coefficients being the same). Second, 

we fit the same model for each country, but allowed one path, i.e. from subjective norms to 

collaborative strategies, to be free (namely different among the three countries), while the other 

estimations were identical. Third, we compared the models in Step 1 and 2 through a Wald test to 

see if freeing the path significantly improved the model fit. We performed this 3-step process for 

all the paths one by one to identify the path coefficient(s) that significantly differ between the three 

countries.  

��5HVXOWV 
4.1 Measurement Model 

The results from CFA on the US sample show that the measurement model has acceptable fit 

LQGLFHV��Ȥ2= 10931.782, df = 1139, p<.001; RMSEA = 0.079 < 0.08, 90% CI: [0.077, 0.080], CFI 

= 0.942 > 0.9, TLI = 0.938 > 0.9). A chi-square test with a p-value greater than 0.05 usually 

indicates a good model fit. However, it is sensitive to sample size. We thus use other criteria, such 

as RMSEA, CFI, and TLI together to describe the goodness-of-fit of our model. All standardized 

factor loadings are above the recommended 0.6 level (Table 1)��(DFK� ODWHQW�YDULDEOH¶V�$9(� LV�

greater than 0.5, indicating adequate convergent validity (Table 1). The square root of each latent 

YDULDEOH¶V�$9(� is greater than its correlations with other latent variables, indicating adequate 

discriminant validity (Table 2).  

Concern 0.844         
Self-eff. ±0.038 0.857        
Coll. eff. 0.052 0.605 0.858       
Subj. norm 0.000 0.285 0.294 0.935      
Desc. norm 0.210 0.344 0.307 0.421 0.816     
Collab. 0.283 0.275 0.457 0.350 0.212 0.887    
Corrective 0.277 0.081 0.029 0.312 0.137 0.428 0.904   
Preventive 0.488 0.311 0.313 0.268 0.248 0.665 0.488 0.727  
Info. ctrl. 0.473 0.312 0.382 0.003 0.286 0.322 0.050 0.491 0.844 
 Concern Self-

eff. 
Coll. 
eff. 

Subj. 
norm 

Desc. 
norm Collab. Correc-

tive 
Preven-

tive 
Info. 
Ctrl. 

Table 2: Factor correlations 
 (p < .001 marked in bold; the diagonal shows the square root of the AVEs)  



The measurement invariance test was conducted to ensure that the same constructs are being 

measured across the three countries. In the measurement invariance test, four strategies and other 

latent factors achieve partial metric invariance. We freed the factor loadings of 5 non-invariant 

items, as invariance in up to 20% of parameters is acceptable when conducting multiple group 

comparisons [52]��2XU�PHDVXUHPHQW�PRGHO�LV�³SDUWLDOO\�PHWULF�LQYDULDQW�´�DQG�FDQ�WKXV�EH�XVHG�

for comparing path coefficients between countries. We summarize the descriptive statistics of our 

constructs in Table A in Appendix to show an overall comparison of the factors among the three 

countries, in which the US sample is the baseline. The comparison shows that significant 

differences exist in each factor across countries. The country differences in privacy self-efficacy, 

collective efficacy and information control are consistent with prior studies. The country difference 

in privacy concern is somehow different from prior work, as participants in Singapore, a 

collectivistic country, have higher privacy concerns than in US.  

4.2 Antecedents of Privacy Management Strategies (RQ1) 

We fit a structural model on the US sample��7KH�PRGHO�KDV�D�JRRG�PRGHO�ILW��Ȥ� �4686.721, df = 

1139, p<.001; RMSEA = 0.083, 90% CI: [0.080, 0.085], CFI = 0.945, TLI = 0.941. In Figure 2, 

we report the path coefficients and their significance. 

 

Figure 2: Path coefficients of the US SEM model (*p <.05, ** <.01, *** <.001).  

4.2.1 Privacy concern Æ Privacy management strategies 



The model shows that privacy concerns positively influence the adoption of collaborative (H1a), 

corrective (H1b), preventive (H1c), and information control (H1d) strategies. Hence, H1a-Hd are 

supported. 

4.2.2 Social norms Æ Privacy management strategies 

The direct effects of subjective norms on information control strategies (H2d) are negative as 

expected, but they are positive on collaborative (H2a), corrective (H2b), and preventive strategies 

(H2c). In other words, Facebook users who believe that their SNS friends expect them to disclose 

their personal information on SNS are less likely to control shared content, but more likely to 

coordinate with SNS friends to manage privacy, correct information about them that is 

inappropriately disclosed, and prevent personal information leakage. Thus, H2d is supported, but 

H2a, H2b, and H2c are not supported. Descriptive norms do not significantly influence the 

adoption of privacy management strategies directly. Thus, H3 is not supported.  

4.2.3 Behavioral control Æ Privacy management strategies 

Privacy self-HIILFDF\� GLUHFWO\� LQFUHDVHV� XVHUV¶� DGRSWLRQ� RI� SUHYHQWLYH� �H4c) and information 

control (H4d) strategies. There is however no effect of privacy self-efficacy on collaborative (H4a) 

and corrective (H4b) strategies. H4c and H4d are supported, but H4a and H4b are not 

supported. 

Privacy collective efficacy positively influences the adoption of collaborative (H5a), preventive 

(H5c) and information control (H5d) strategies, but negatively influences corrective strategies 

(H5b). Thus, H5a, H5c and H5d are supported, but H5b is not supported. 

4.2.4 Mediated Effects Through Privacy Concern 

The effects of subjective norms on privacy management strategies are not mediated through 

privacy concerns, as they do not significantly predict privacy concerns. H6 is not supported. 

Effects of descriptive norms are fully mediated through privacy concerns. Contrary to our 

expectations, though, the effect of descriptive norms on privacy concerns is positive: when users 

perceive that their SNS friends disclose personal information in SNS, their privacy concerns 

increase. The result for H7 is contrary to what we hypothesized. Mediated by privacy concerns, 

total effects of descriptive norms are positive on the adoption of privacy management strategies. 



The effects of privacy self-efficacy on the adoption of privacy management strategies are partially 

mediated by privacy concerns, as privacy self-efficacy has a negative effect on privacy concerns. 

8VHUV¶�SHUFHLYHG�FDSDELOLW\�LQ�PDQDJLQJ�SULYDF\�ZLOO�ORZHU�WKHLU�SULYDF\�FRQFHUQV�LQ SNS use (H8 

is supported), and in turn their use of privacy management strategies. Note that this mediation 

counters²but does not completely offset²the direct effect of privacy self-efficacy (H4) that 

increases the adoption of preventive and information control strategies: the total effects of privacy 

self-efficacy on preventive and information control strategies are positive. However, due to the 

absence of a direct effect on collaborative and corrective strategies, the total effects of privacy self-

efficacy on these strategies are negative. 

The effects of perceived collective efficacy on the adoption of privacy management strategies are 

also partially mediated by privacy concerns. Note though that collective efficacy has a positive 

influence on privacy concerns. H9 is contrary to our hypothesis. When users believe that they 

and their SNS friends can manage privacy in SNS use, their privacy concerns will increase. Note 

that for corrective strategies, this effect counters²but does not completely offset²the negative 

direct effect of collective efficacy (H8b) that decreases the adoption of corrective strategies. For 

the other strategies, the mediation via privacy concerns reinforces the positive direct effect of 

collective efficacy. 

4.3 Model Robustness in Different Countries  

We ran the same structural model on the Singapore and Korean samples and used multiple-group 

analysis to locate the significant differences between countries. In Table 3, we report the path 

coefficients and their significance in the three countries. We highlight the significant differences 

between countries in bold.   

IV 
DV 

Privacy 
Concerns Collaborative Corrective Preventive Information 

Control 

Privacy 
Concerns 

 US: 0.346*** 
SG: 0.182*** 
KR: 0.251*** 

US: 0.304*** 
SG: 0.167*** 
KR: 0.281*** 

US: 0.400*** 
SG: 0.406*** 
KR: 0.466*** 

US: 0.532*** 
SG: 0.556*** 
KR: 0.598*** 

Subjective 
Norms 

US: 0.093*** 
SG: ±0.222*** 
KR: ±0.084** 

US: 0.314*** 
SG: 0.143*** 
KR: 0.114*** 

US: 0.349*** 
SG: 0.215*** 
KR: 0.244*** 

US: 0.196*** 
SG: 0.047 
KR: 0.150*** 

US: ±0.186*** 
SG: ±0.122*** 
KR: ±0.016 

Descriptive 
Norms 

US: 0.384*** 
SG: 0.210*** 
KR: 0.003 

n.s. n.s. n.s. n.s. 

Self-Efficacy US: ±0.350*** n.s. n.s. US: 0.140*** US: 0.187*** 



SG: ±0.091** 
KR: ±0.121** 

SG: 0.217*** 
KR: 0.116*** 

SG: 0.184*** 
KR: 0.207*** 

Collective 
Efficacy 

US: 0.091** 
SG: 0.175*** 
KR: 0.091** 

US: 0.382*** 
SG: 0.368*** 
KR: 0.377*** 

US: ±0.097*** 
SG: ±0.102*** 
KR: ±0.112*** 

US: 0.110 
SG: 0.068 
KR: 0.163*** 

US: 0.270*** 
SG: 0.209*** 
KR: 0.224*** 

Table 3: Path coefficients of the SEM model. Bold effects are significantly moderated by country 

(*p <.05, ** <.01, *** <.001). 

4.3.1 Privacy concern Æ Privacy management strategies 

The effects of privacy concerns on privacy management strategies are similar in Singapore and 

Korea as in the US. Privacy concerns significantly increase the adoption of the four privacy 

management strategies in three countries.   

4.3.2 Social norms Æ Privacy management strategies/Privacy concerns 

Subjective norms have similar effects on corrective and preventive strategies in Singapore and 

Korea as in the US. However, the effects on other strategies are different across three countries. 

The effect of subjective norms on collaborative strategies is much stronger in the US than in 

Singapore and Korea ('F2(2) =21.8, p<.01). The effect on information control strategies is positive 

in Korea, but negative in the US and Singapore ('F2(2) =8.2, p=.01). Subjective norms do not 

significantly influence privacy concerns in the US, but do reduce them in Korea and Singapore 

('F2(2) = 43.9, p<.01). This means that when users believe that their Facebook friends expect them 

to disclose their personal information, their privacy concerns will decrease in Singapore and Korea, 

but less likely change in the US. 

The effects of descriptive norms on privacy strategies are similarly non-significant in the three 

countries. However, descriptive norms significantly increase privacy concerns in the US and 

Singapore, but do not significantly influence in Korea ('F2(2) =35.6, p<.01). 

4.3.3 Behavioral control Æ Privacy management strategies/Privacy concerns 

The effects of self-efficacy on strategies do not vary significant across three countries. However, 

the effect of self-efficacy on privacy concerns is much stronger in the US than in Korea and 

Singapore ('F2(2) =9.1, p=.01). The effects of collective efficacy do not vary significant across 

three countries.  



In sum, the resulting models suggest that the effects of certain antecedents on privacy management 

strategies differ significantly across the US, Korea and Singapore, while other paths hold true 

across these countries.  

The results are summarized in Table 4. 

# Hypotheses Results Significantly different 
across countries? 

H1 Privacy concern -> strategies. Supported Not different 

H2 Subjective norms -> strategies Partially supported Partially different 

H3 Descriptive norms -> strategies Not supported Not different 

H4 Privacy self-efficacy -> strategies Partially supported Not different 

H5 Privacy collective efficacy -> strategies Partially supported Not different 

H6 Subjective norms -> privacy concern Not supported Different 

H7 Descriptive norms -> privacy concern Not supported Different 

H8 Privacy self-efficacy -> privacy concern Partially supported Different 

H9 Privacy collective efficacy -> privacy concern Not supported Not different 

Table 4: Summary of the hypothesis testing results. 

��'LVFXVVLRQ 
The purpose of this study is to examine the psychological antecedents that can predict multiple 

aspects of privacy management strategies. We conducted a survey in the US, Korea and Singapore 

to gauge the relationships between the psychological antecedents and privacy management 

strategies. The resulting model based on TPB shows that privacy concern, social norms and 

efficacy perceptions directly and indirectly influence the adoption of different privacy 

management strategies. Additionally, we found that the effects of certain antecedents differ 

between different countries. Thus, we cannot assume that the prediction model tested in one 

country would also hold in another country. 

5.1 Predicting the Adoption of Privacy Management Strategies 

Our first contribution is that we examine the psychological antecedents of multiple dimensions of 

collective privacy management strategies. Previous studies mostly focus on individual practices 

[32, 43]. We find that the effects of antecedents on different types of strategies are not uniform. 

For example, subjective norms increase the adoption of collaborative, corrective, and preventive 



strategies, but decrease the adoption of information control. In other words, when users perceive 

that their friends expect them to share personal information on Facebook, they are less likely to 

limit their information disclosure but at the same time more likely to adopt other privacy 

management strategies. Arguably, this demonstrates how users compensate for increased 

disclosure about themselves to meet social norms by relying on other strategies to protect their 

privacy.  

Another example is that effects of perceived behavioral control (operationalized as efficacy beliefs 

in our study) are different under different types of privacy management strategies. The total effects 

of self-efficacy increase the adoption of preventive and information control strategies, but decrease 

the adoption of collaborative and corrective strategies, whereas perceived collective efficacy 

increases the adoption of collaborative, preventive and information control strategies, but 

decreases the adoption of corrective strategies. These findings suggest that group efficacy, rather 

than self-efficacy, is a driver for users to collaboratively manage privacy. Likewise, users have to 

be confident about both themselves and their SNS friends in order to adopt strategies related to 

prevention and control. But an increase in perceived self-efficacy and collective efficacy reduces 

XVHUV¶� QHHG to adopt strategies related to the correction of disclosure, perhaps because their 

confidence in WKHLU�RZQ�DQG�WKHLU�IULHQGV¶�DELOLW\�WR�HQJDJH�LQ�HIIHFWLYH�privacy management makes 

them less likely to regret and remove content.  

Our second contribution is a finer-grained elaboration of the mechanisms through which 

psychological antecedents influence privacy management strategies. We examine the sub-

categories of privacy antecedents, specifically social norms and perceived behavioral control, and 

the mediation among privacy antecedents. For example, subjective norms decrease privacy 

concerns while descriptive norms increase them. Perhaps when users see their friends share large 

amounts of personal information, experiences and feelings (i.e. descriptive norms), it is highly 

likely that such sharing may at times inadvertently also involve personal information, experiences 

and feelings of the users themselves (e.g. when being tagged or mentioned in a post), thus raising 

concerns about their own privacy. But when they perceive a strong expectation of disclosure (i.e. 

an injunctive norm) from their friends, they will probably adjust their attitudes and be less likely 

to worry about their privacy. Similarly, we find that self-efficacy decreases privacy concerns while 

perceived collective efficacy increases them. A high level of perceived behavioral control of the 

XVHU¶V Facebook friends (i.e., collective efficacy) may be interpreted as a performance expectation 



(another type of injunctive norm), thereby increasing social pressure to be concerned about privacy. 

Self-efficacy, on the other hand, reduces such pressure.  

In sum, this study contributes to HCI privacy research by highlighting the importance of 

distinguishing between multiple aspects of privacy management strategies and privacy antecedents. 

The majority of privacy studies have focused on limited aspects of these factors [72], or lumped 

them together into a single construct [18]. We suggest that by taking our finer-grained approach, 

research should be able to specify, for instance, which aspect of social norms is related to what 

aspect of privacy management strategies. This can lead to a more precise understanding of the 

relationships between privacy antecedents and behaviors. 

5.2 Cross-Country Differences in the Prediction Model 

Our third contribution is an examination of whether the prediction model is robust in different 

countries. We observe that some effects of the psychological antecedents are consistent across 

countries, while others are not. One plausible reason for these differences may be the different 

cultures in the three countries. &XOWXUH�KDV�EHHQ�VKRZQ�WR�EH�DQ�LPSRUWDQW�IDFWRU�DIIHFWLQJ�XVHUV¶�

privacy attitudes and behaviors on SNSs [22, 41, 44, 62]. Researchers have found that users in 

individualistic countries exhibit relatively higher levels of privacy concerns than those in 

collectivistic countries [12, 27, 64], and are less likely to disclose personal information [13, 42, 

61], while more likely to adopt privacy management behaviors [44, 53]. The US is widely regarded 

as an individualistic country, whereas Singapore and Korea as collectivistic countries. Subjective 

and descriptive norms strongly increase privacy concerns in the US, an individualistic country. 

Arguably, when these social norms of sharing contradict users' personal norms, this leads to 

additional concerns. In collectivistic Korea and Singapore, these social norms have a much weaker 

UHODWLRQVKLS�ZLWK�XVHUV¶�SULvacy concerns, or even decrease them. Social psychologists generally 

believe that collectivists feel more committed to the group and are more willing to internalize the 

social norms to act in accordance with them [60]. Collectivists regard themselves as part of the 

group; they are more willing to sacrifice their own privacy needs for the group, and expect other 

group members to do the same. Thus, collectivists internalize prevailing social norms about 

information sharing into their own attitudes, which makes them less concerned about their own 

privacy.  



Similarly, the effects of subjective norms on the adoption of privacy management strategies, 

especially collaborative and information control, are greater in the US than in Singapore or Korea. 

This suggests that in individualistic countries, users will conform with the norms by exerting less 

control over their information, but instead adopting other strategies to meet their personal privacy 

needs. Conversely, the effects of social norms on privacy management strategies are weaker in 

collectivistic countries because employment of privacy management strategies may be perceived 

as counter-normative. In addition to the differences between individualistic and collectivistic 

countries, some effects slightly differ between the two collectivistic countries, Singapore and 

Korea, such as the effect of social norms and self-efficacy on privacy concerns. The effect size of 

social norms is larger in Singapore than in Korea. One possible reason might be that users in 

Singapore live in a more authoritarian society with higher surveillance. Thus, they tend to be more 

compliant with the norms of information sharing on social media. The effect size of self-efficacy 

is larger in Korea than in Singapore. While Korea and Singapore are both collectivistic countries, 

Korea scores higher on uncertainty avoidance than Singapore. Higher uncertainty avoidance is 

positively correlated with self-efficacy [1], which might be a reason why the effect of self-efficacy 

is stronger in Korea than in Singapore. 

Our findings also show that certain effects are consistent across countries, such as the effects of 

privacy concerns on privacy strategies. Privacy concerns are positively associated with the 

employment of all available privacy management strategies regardless of culture, and the 

magnitude of its impact is considerable compared with other predictors. This is in line with the 

results of other privacy studies in SNS [11, 24, 38].  

Overall, we found both variant and invariant relationships between psychological antecedents and 

privacy management strategies among different countries. These findings question the 

generalizability of a privacy research model, as well as any specific findings, that are based on a 

single-culture study. We argue that further research is needed to specify the country boundary 

conditions under which privacy-related attitudes, control beliefs and social norms perceptions can 

have different implications for privacy management practices. Additionally, these findings further 

attest to the difficulty of privacy research. Depending on which privacy constructs we focus on 

and/or in which country we test our model, we may get partially differing results. Specificity in 

terms of both conceptualization and country context should be a key consideration in future 



research, when examining the complex relationships between norms, attitudes, perceived control, 

and privacy behavior. 

5.3 Design Implications  

The goal of SNS is to encourage information sharing without making users uncomfortable about 

the consequences for their privacy [66]. Our results identify a concrete set of factors on which SNS 

providers need to focus their attention and efforts to make it easier for SNS users to manage their 

personal information privacy. Specifically, multinational SNS providers should WDNH�XVHUV¶�country 

into account in the development of privacy management mechanisms. SNSs should provide 

features that support both individual and group level privacy management. In SNSs where users 

from different countries interact with each other, users from collectivistic countries may need some 

collaborative features to manage their information privacy. For instance, features that remind and 

support users to negotiate the privacy management with each other can be included on Facebook.  

0RUHRYHU��616�IHDWXUHV�WKDW�FDQ�HQKDQFH�XVHUV¶�SULYDF\�VHOI-efficacy should be sought, as they 

ZLOO�UHGXFH�XVHUV¶�SULYDF\�FRQFHUQV�DQG�PRWLYate them to use more privacy management strategies, 

especially in individualistic societies��2Q�WKH�RWKHU�KDQG��DV�VRFLDO�QRUPV�LQFUHDVH�XVHUV¶�SULYDF\�

concerns in individualistic societies, SNS providers should promote mechanisms that allow users 

to make better decisions under social norms (peer pressure) and protect their personal information. 

For instance, the interface of Facebook could include the popular SULYDF\�IHDWXUHV�WKH�RQH¶V�616�

contacts frequently use, which might motivate the users to raise privacy awareness and adopt 

privacy management strategies. 

Although we did not directly evaluate inter-cultural dynamics, our results suggest that cross-

country collaboration and communication via SNSs can result in conflicting uses of privacy 

management strategies. Future work should investigate the existence of such inter-cultural 

conflicts and explore potential solutions. An example solution could be to require employees in 

inter-cultural teams to undergo cultural sensitivity training with an explicit SNS focus. 

5.4 Limitations 

We only included three countries in our study, three US, Singapore and Korea. They may not well 

represent other countries. Thus, we do not know whether the prediction model applies in other 

countries. Second, oXU�VWXG\�UHOLHG�RQ�SDUWLFLSDQWV¶�VHOI-reported adoption of privacy management 



strategies. Researchers have argued the importance of using actual behavior in privacy studies [26], 

as stated behavior may differ from actual behavior [51]. However, it is not feasible for this study 

to collect SDUWLFLSDQWV¶�DFWXDO�DGRSWLRQ�RI�SULYDF\�PDQDJHPHQW�VWUDWHJLHV��Collaborative strategies, 

for example, require coordination among SNS friends, and are thus not tied explicitly to a 

particular privacy setting. The use of such strategies is thus hard to capture without asking the 

participants to self-report. Future studies could explore ways to study these coping strategies 

unobtrusively in real-world situation. 

Finally, our research model was inspired by TPB. We focus on the three core components in TPB 

to predict privacy management strategies. Our model does not include other confounders that 

might DIIHFW�XVHUV¶�SULYDF\�management strategies, such as ease of use of the privacy management 

strategies, which might LQIOXHQFH�XVHUV¶�ZLOOLQJQHVV�WR�DGRSW��We suggest this as a future direction 

to examine both intrinsic and extrinsic antecedents of privacy management strategies. 

However, we enhanced the traditional TPB by allowing relationships among social norms, 

perceived behavioral control and privacy concern, and by adding new predictors such as 

descriptive norms and perceived collective efficacy. Most of our adaptations were based on 

privacy literature, but at the expense of a closer adherence to the TPB model.    

��&RQFOXVLRQ 
This paper examines the psychological antecedents that can predict collective privacy management 

strategies. It also tests whether the prediction model applies similarly to different countries, the 

US, Singapore and Korea. We empirically verify that privacy concern, social norms and efficacy 

perception influence the adoption of different privacy management strategies. Some of the 

DQWHFHGHQWV¶� HIIHFWV� YDU\ between the three countries. We highlight the importance of 

distinguishing between multiple aspects of privacy management strategies and privacy antecedents. 

We suggest that privacy research, prediction models, and privacy design should be adjusted to 

account for cross-country differences in privacy perceptions, attitudes, and behaviors. 
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��$SSHQGL[ 
DV US Singapore South Korea 

Corrective 

Baseline 

  0.080 ±0.441*** 
Collaborative   0.077 ±0.052 

Preventive   0.443*** ±0.138* 
Information control ±0.188*** ±0.573*** 
Privacy concerns   0.393*** ±0.115 
Subjective norms ±0.071 ±0.248*** 
Descriptive norms ±0.337*** ±0.652*** 

Privacy self-efficacy ±0.148** ±0.849*** 
Privacy 

collective efficacy ±0.343*** ±0.656*** 

Table A: Comparison of overall (marginal) effects of country on privacy management strategies, 

privacy concerns, norms, and efficacy2. 

 

 

2 Our measurement invariance test did not support full scalar invariance; thus, comparisons of 
intercepts should be interpreted with caution. 


