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Traditional sensor network
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SATware: Semantic Layer
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/@ SATware: Challenges
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In emergency response, Different levels of abstraction
being able to specify from user's high abstraction level

quality of the service and to sensors' level
having the system Users care about entities and events

guarantee it is crucial

Abstraction

Different kinds of sensors:
different resources, mobility
capabilities, data streams
produced (scalar, video),
phenomena being sensed

Privacy of users (both
direct and indirect users)
has to be protected

Privacy SENTIENT Heterogeneou
SYSTEMS A

U/Scalability

Extensibility

Fault-tolerance

Lots of sensors

some sensors produce streams
with very high sample rates and
sample sizes (e.g. video).

In emergency response
failures happen

Sensors and services need to
be added, removed and
discovered



—

c*’rf*j"/," Queries in SATware

o Quenes written at the entity level

E.qg., Identify who left the coffee pot burning?
* E.g., Notify when someone leaves a mess in the shared kitchen.

* E.g., Notify when Sharad is in the shared area and his status is
“Not Busy’.

* E.qg., Notify when losif and| Sharad are both in the shared area

Queries are translated into Operators

RFID Reader



17355172 Stream processing model

-Data model-

A stream is an infinite discrete
flow of packets:

stream = list(packet)

<14:01:12.50 Jan 1%t 2007,
<LocationChange, 0.65,

void>}\/

Stréém>

packet = <t, ¢>
t: time stamp

c: content
C] domain(DT)

DT :=int | float | char | byte | void |
bool | event

DT := list(DT) | tuple(DT)
Event := <event_id, confidence, DT>

<14:01:12.50 Jan 1%t 2007,
Temperature = 50>
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Stream processing model

2 —— -Processing model-

Processing based on
operators

OP = {fDTX___XDT| fDTX.__XDTI streamx...xstream ->
stream }

Image processing-based event detection
<t , <Door Status, c>%

<t ,Jpegimage>
' S (0) =

* Code reuse

* Sharing operator instances
= Simplify design

= Load distribution

Time synchronizer

<t , <PersoniD, ¢, >> \@D C>,

< t, <Door Status, c_>> <Door Status, c_)]>

Event-based event detection
<t , <ID_Enter_y, ¢, >>

<t , <PersoniD, ¢, >>
S0
< t, <Door Status, c_>>

= Virtual sensors Source ti , Jpeg image >
E—
WhoBurnedCoffeeX’y = Output <t <PersoniD. ¢ >
010(CoffeeBurn,, 9
P_S ID ) User
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Remote Windshield
Assessment

UCI has been instrumented with a
large set of sensors throughout all
campus.

The instrumentation would allow
conducting a quick assessment of
the status of buildings from any
device that has access to Internet by |
accessing an online i3
Remote Windshield Assessment 3 o )
application. SR . e o
2 . i . L
The system would allow any user (for =t '
example, UCIPD)
to register for |
events. UCittmilding #oor¢#(300.20)
“.@-SATware:Casestu:.. | & Java-tmagetcon.c... | B TextPad - [Docume...  [[E | ® gllE@ ERTS W Ty




4= Sample query

\ User

Sensor Event detection1:

Estimation of number
of people in and out a
certain door.

Event detection 2:
Estimation of number
of people in a room.

Sensor

Source agent:
Gets JPEG frames
from a network
camera.

Source agent:
User interface.

. JONOX )

Query: Notify when there is a change of
distribution of people in a building
o J




Application

1 <Query>SATQL

<Query SATLite
SATQL
SATLite
|
\
SATDeployer
4 1]
| | v
SATRuntime | [ SATRuntime
Sensor infrastructure Heterogeneous
sensors

SATQL

SATLite

SATDeployer

SATRuntime

High-level query
language

Deployment
(topology) description

Deployment
optimization

Distributed
Reflexive
Mobile-agent based
runtime



Sensor

A\N

Sensor

SATRuntime
QoS

SATRuntime

SATQL

SATLite

SATDeployer

SATRuntime

SATRuntime|
QoS |

Processing

SATLite

SATDeployer

Processing
node

SATReIpcv)sitory




— SATQL

res

SATLite

SATDeployer

__ 41{., SATRuntime

e —

SATRuntime

> Runtimes are connected instead
of the agents.

» Agents are programmed in a
topology-agnostic manner. SATRuntime

» SATRuntime provides mobility
support and message-passing.

SATRepository

» SATRepository contains
¥ repository of operators and

B state of SATware (sensors, runtime
nodes, network topology, and
current operator deployment).




Sensor

ED2

sfre
SATRuntim <'trean;
Processing
node

SATRuntim

strea

Proc
nd ED2

Processing
node

SATRuntime

Processing
node

SATQL

SATLite

SATDeployer

SATRuntime

SATLite

SA'IiDeponer

SATRészitory

SATware
snhapshot,
configurations,
operators
repository,
spatial model
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SATLite is a language for describing queries

QL = GeateQperator(ReadCam, camera_url);
CB = (reateQperator (DetectBurner);

Image = QL();
BurnerSatus = CB(Image);
BurnerQn = G5(Burner Satus);

QL1(Per sonld);

CaoffeaCam

RFID () User
ARG

RFID Reader




SATQL

SATLite

Predicate optimization

SATRuntime

Which image contains losif? Ves

A MavBE A MavBE A MAYBE RFID tag matches
2 3 4 )\1 losif’s tag?”
“No
’ A Which pictures
2 | contain an object?”
Assu ilable »Yes | [y Which pictures
3 | contain a person?”
X AYBE X MAYBE‘ X MAYBE N Mavee
1 " A2 |3 4 > A Which pictures
\ 4| contain losif?”

No

"losif Lazaridis and Sharad Mehrotra, “Optimazation of Multi-Version Expensive Predicates”, SIGMOD 2007.



SATQL

H_-::_:i — SATLite
Q;ff’(r Problem formulation
* Given
* Sequence of selection predicates
Ay Ay ooy A,
* With Per-tuple cost: A(t)= Yes
Cys Cyy ooy G, No
Maybe

* And Mavee selectivity: #Maybe / #All
m,, M, ..., M,

® Such that:
¢,<¢c,<...<¢,
m,>m,>...>m,

¢ Determine the least cost execution plan for A,

losif Lazaridis and Sharad Mehrotra, “Optimazation of Multi-Version Expensive Predicates”, SIGMOD 2007.



SATQL

SATLite

SATDeployer

SATRuntime

Individualized Handling

\4

\ 4

Evaluate

D

A\ A,

\|—+1) / /YES \ :1
—> )\i+2 Mavee » Evaluate W )\i+2

A A No A,

R \ —— .
Tuple Grouping
4 )/YES
MAYBE -

"losif Lazaridis and Sharad Mehrotra, “Optimazation of Multi-Version Expensive Predicates”, SIGMOD 2007.
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» Translating a query plan
into a deployment plan

= Mapping query plan nodes
into processing nodes

» Minimizing query
processing cost
" Network cost
= Computing cost
" Query evaluation time

CoffeeCam
Processing node 1

User

» Optimizations P
n Operator reuse RFID Reader Pr;%m e
" Load balancing



Privacy

Privacy is protected unless the
user violates a specific rule

Person id
Coffee pot left cotfe
Yideo Comes
frames lef Emﬂw pot empty
maore than
@ xtimes

SE HSDR RFID

resdings
— RFID
e readings [ @

E_k¥lAutomata_in
E_k7i=ID, coffes poylett
empty, time, kitch

Encrypted E_k7automata_1)

RFID tao: SENSOR E_kFi&utomata_2

E_kTID]
E_k¥Automata_n)

Trusted node
Untrusted
DB

2Bijit Hore, Jehan Wickramasuriya, Sharad Mehrotra, and Nalini Venkatasubramanian, “ Privacy-Preserving Event Detection
for Pervasive Spaces” (2007, UCI-ICS tech-report)



Privacy

£ People Counter Viewer

Abnormal event detection

Aggregated behavior of human beings:
N(t) = N,(t) + Nc(t) € Wmarkov Modulated Poisson

Normal behavior: periodicity
No(t) ~ P(N, )\(t)) & Time-Varying Poisson

A =A," 6cl(t) * Naoy.ne
1< d(t)<7 and 1 < h(t) <48/288/...

Abnormal behaViOl“ rare and Short EventFeopleCounterTuple{ID=00000000801 07650, BK_COLOR_IMN=java.aw] *|

EventPeopleCounterTuple:{ID=000000002C1 07650, BK_COLOR_IN=java.a

EventPeopleCounterTuple{ID=0000000084107650, BK_COLOR_IN=java.a

EventPeopleCounterTuple{ID=0000000054376544, BK_COLOR_IMN=java.a

0 Z(t) - 0 EventPeopleCounterTuple:{ID=00000000AC1 07650, BK_COLOR_IN=java.a

.CleanedPeopleCounterTuple{REALTIME_LAST_OUT=0, ID=ALDITORIUM, |

[CleanedPeopleCounterTuple{REALTIME_LAST _QUT=0, ID=PELTASOMN, IN_| =
N (t) ~ (CleanedPeopleCounterTuple{REALTIME _LAST _OUT=0, ID=00000000B410%

E (CleanedPeopleCounterTuple:{REALTIME _LAST _OUT=0, ID=0000000080107

Raw Data Layer | | Cleaned Data Layer | | Event Data Layer ) Occupancy

{CleanedPeopleCounterTuple{REALTIME _LAST _OUT=0, ID=0000000054107
P(N y(t)) Z(t) — 1 CleanedPeopleCounterTuple {REALTIME_LAST_OUT=0, ID=0000000054375

) .CleanedPeopleCounterTuple {REALTIME_LAST _OUT=0, ID=00000000AC1 0%—
PeopleCounterTuple {ID=AUDITORIUM, LAST_OUT=0, LAST_IN=0}

PeopleCounterTuplefID=PELTASORN, LAST_QLIT=0, LAST_|M=0}

Z(t) ~ MarkOV PrOCGSS PeapleCounterTuple:{|D=00000000B41 07650, LAST_OUT=5885, LAST_|N=8
PeopleCounterTuple{ID=00000000801 07650, LAST_OUT=7338, LAST_IN=1
\PeapleCounterTuple{ID=000000002C107650, LAST_OUT=13293, LAST_IN=

Unsupervised learning Of mOdeI parameters .I:'TDpIeCDuntErTupIe:{IDTDDDDDDDD941DTESD,LAST_OUT:SQTE, L.s'JxST_Ir\J|:>1|
via statistical methods (MCMC)

.CIeanedPeopIeCounterTupIe:{REALTIME:LAST_OUT:D, ID=000000002C10

[4]

SAlexander lhler, Jon Hutchins, and Padhraic Smyth, "Adaptive Event
Detection with Time-Varying Poisson Processes", KDD 2006



Responsphere:

1/3 UCI campus:.
2 Indoor buildings
+

Outdoors

+200 sensors
+10 types

P

Implementation

__ Image © 2007 NASA
Image;©,2007, TerraMetrics
© 2007 Europa Technologles

fEsponsphere™




Application |{

Summary

Semantic layer:
entities and activities

Privacy SENTIENT Heterogeneou
SYSTEMS R

Fault- tolera§ /

Scalability

Extensibility

Sentient systems Challenges

SATGL

SATLite

SATDeployer

SATRuntime

Layered architecture Privacy applications



Thank you

http://satware.ics.uci.edu

T@SCUC iirexricted Eventotd
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Project RESCUE
June 20, 2007

http://www.itr-rescue.org
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LA Mission

The mission of RESCUE is to enhance the ability of
emergency response organizations and the public
to mitigate crises, save lives, and prevent
secondary and indirect human and economic 0SS
by radically transforming ways in which these
organizations gather, process, manage, use and
disseminate information during man-made and
natural catastrophes.



Approach: Information Technologies

for Improved Situational Awareness

Hypothesis: Right Information to the Right Person at the
Right Time can result in dramatically better response

* lives & property saved * first responders
* damage prevented * consequence planners
* cascades avoided * public

* incidences
* resources
* victims

* needs




Research Team

BYU * Privacy

* Security
BRIGHAM YOUNG . Trust
UMIVERSITY
COIOI‘ adO * Natural Hazards Center

University of Colorado at Boulder

3 %NaturalHazards Center,

E[ I LLI NOIS * Data Management

* Social Science

UNIVERSITY OF ILLINDIS AT URBANA-CHAMPAIGN ¢ Securlty and TrUSt
* Disaster Analysis * Transporation Modeling
@ImagaCat, Inc. . g?éthquake Engineering* Urban Planning

a * Civil Engineering * Privacy
UCII'VlIle * Data Analysis & Mining * Social Science
University of California, Irvine * Data Management * Transportation Science
* Middleware & Distributed Systems

UNIVERSITY OF * Civil Engineering
@' MARYLAND * Transportation Engineering

_ * Computer Vision * Wireless
— l CSD . Netvyorklng
* Multimodal Speech




K15 Industrial Partners

AMD {1
Apani ASVACO

@_ﬂﬂf:yc Canon

CONVERA 5“9%

Building Netwarks for People

PRINTRONIX
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F141lZ Government Partners
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RESCUE Research

Soclal & Disaster Science Engineering & Transportation
GonE, moglel & understanding of process, validation platform for role of IT research
organizational structure, needs

Information Centric Computing

enhanced situational awareness

Cross cutting issue at every level

Security, Privacy& Trust

Networking & Computing systems

Computing, communication, & storage systems under extreme situations

* Social Science

— context and understanding of crisis domain

* Information Technology

— 1nfrastructure & tools to enhance flow of information & situational awareness
* Engineering

— platform for realization, real-world physical constraints that help test, and validate



14?5 Project Structure

RESCUE Thrust Areas

. Poli Real-time Robust Risk
Integratl Er?gli(r:\)c’a. Alert I Networking Communication
1 System Solution System
Artifact 4 4
Smart Enterprise Integrated nternet-based
Reconnaissance Service Information oss Estimation
System Bus Dashboard System
Testbeds

RESCUE
Research

Projects




